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(54) CONTROL METHOD FOR NETWORK FACSIMILE EQUIPMENT 

(57)Abstract: 

PROBLEM TO BE SOLVED: To evade the relay 
transmission request of an unauthorized user by taking 
out relay destination information for specifying a relay 
destination number included there in the electronic mail 
reception of the relay transmission request, applying a 
cipher decoding processing by prescribed key data to it 
and transmitting image information to a relay destination. 

SOLUTION: An electronic mail from a domain DM1 to 
the domain DM2 is temporarily stored in a mail server 
terminal SV1 and transmitted and stored in the mail 
server terminal SV2 of the opposite side domain DM2 
through a router RT1 and the internet INET. Then, 
network facsimile equipments F1 1 and F12 which 

receive the electronic mail apply a prescribed cipher decoding processing for the Subject field 
of header information, form an original telephone number and the name of the relay 
destination, relay and transfer the text image information of the electronic mail to the formed 
telephone number when the decoding processing is ended and do not perform relay 
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transmission when the decoding processing can not be appropriately ended. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



CLAIMS 

[Claim(s)] 

[Claim 1]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

If it is the control method of a network facsimile machine provided with the above and an E- 
mail of a relay transmission request is received, Relay destination information which specifies 
a relay destination number included in the E-mail is taken out, To the relay destination 
information, the original relay destination number is formed with the application of code 
decoding processing using predetermined key data, call origination is carried out to the formed 
relay destination number, and drawing information on a received E-mail is transmitted. 

[Claim 2]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

If it is the control method of a network facsimile machine provided with the above, it has a 
memory measure which memorizes predetermined secret key data and an E-mail of a relay 
transmission request is received, Relay destination information which specifies a relay 
destination number included in the E-mail is taken out, To the relay destination information, the 
original relay destination number is formed with the application of code decoding processing 
using secret key data memorized to the above-mentioned memory measure, call origination is 
carried out to the formed relay destination number, and drawing information on a received E- 
mail is transmitted. 

[Claim 3]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
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procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes secret key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, when 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, relay transmission operation is not performed. 

[Claim 4]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes secret key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but a predetermined report E-mail 
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which reports that an unjust relay transmission request was received is transmitted to an 
administrator registered beforehand. 

[Claim 5]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes secret key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but predetermined report drawing 
information which reports that an unjust relay transmission request was received is transmitted 
by a facsimile-transmission procedure to an administrator registered beforehand. 

[Claim 6]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes secret key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
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information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but the record output of the 
predetermined report picture which reports that an unjust relay transmission request was 
received is carried out. 

[Claim 7]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes secret key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but hysteresis information showing 
having received an unjust relay transmission request is memorized. 
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[Claim 8]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes public key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, when 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, relay transmission operation is not performed. 

[Claim 9]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes public key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
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mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but a predetermined report E-mail 
which reports that an unjust relay transmission request was received is transmitted to an 
administrator registered beforehand. 

[Claim 10]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes public key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but predetermined report drawing 
information which reports that an unjust relay transmission request was received is transmitted 
by a facsimile-transmission procedure to an administrator registered beforehand. 

[Claim 1 1]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes public key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
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the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but the record output of the 
predetermined report picture which reports that an unjust relay transmission request was 
received is carried out. 

[Claim 12]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, If it has a memory 
measure which memorizes public key data of each user corresponding to the network address 
and an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, When 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, Or when the above-mentioned code decoding 
processing is not able to form the above-mentioned relay destination number, without ending 
appropriately, or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. Relay transmission operation is not performed but hysteresis information showing 
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having received an unjust relay transmission request is memorized. 

[Claim 13]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, A public key data storage 
means which memorizes public key data of each user corresponding to the network address, A 
network address memory measure which memorized one or more network addresses of other 
network facsimile machines, If it has an unlawful access table storing means which memorizes 
an inaccurate access table which registers an inaccurate user's network address and an E- 
mail of a relay transmission request is received, When a network address of a transmission 
source user of the E-mail is taken out and the network address is registered into the above- 
mentioned memory measure, While taking out public key data memorized by the above- 
mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, while forming the original relay destination number with the application of code decoding 
processing using public key data which carried out [ above-mentioned ] picking appearance, 
carrying out call origination to the formed relay destination number and transmitting drawing 
information on a received E-mail to the relay destination information, When a network address 
of a transmission source user of the E-mail who received is not registered into the above- 
mentioned memory measure, Or when the above-mentioned relay destination number is not 
able to be formed without completing the above-mentioned code decoding processing 
appropriately, Or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. While not performing relay transmission operation but registering a network address of 
a transmission source user of the E-mail into the above-mentioned inaccurate access table, An 
E-mail which reports that the network address is an inaccurate user network address, The 
above-mentioned inaccurate user network address which transmitted to all the network 
addresses memorized by the above-mentioned network address memory measure, and was 
notified with a received E-mail is registered into the above-mentioned inaccurate user table. 

[Claim 14]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, A secret key data memory 
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measure which memorizes secret key data of each user corresponding to the network 
address, A network address memory measure which memorized one or more network 
addresses of other network facsimile machines, If it has an unlawful access table storing 
means which memorizes an inaccurate access table which registers an inaccurate user's 
network address and an E-mail of a relay transmission request is received, When a network 
address of a transmission source user of the E-mail is taken out and the network address is 
registered into the above-mentioned memory measure, While taking out secret key data 
memorized by the above-mentioned memory measure corresponding to the network address, 
Relay destination information which specifies a relay destination number included in a received 
E-mail is taken out, while forming the original relay destination number with the application of 
code decoding processing using secret key data which carried out [ above-mentioned ] picking 
appearance, carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to the relay destination information, 
When a network address of a transmission source user of the E-mail who received is not 
registered into the above-mentioned memory measure, Or when the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. While not performing relay transmission operation but registering a 
network address of a transmission source user of the E-mail into the above-mentioned 
inaccurate access table, An E-mail which reports that the network address is an inaccurate 
user network address, The above-mentioned inaccurate user network address which 
transmitted to all the network addresses memorized by the above-mentioned network address 
memory measure, and was notified with a received E-mail is registered into the above- 
mentioned inaccurate user table. 

[Claim 15]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, A public key data storage 
means which memorizes public key data of each user corresponding to the network address, A 
network address memory measure which memorized one or more network addresses of other 
network facsimile machines, If it has an unlawful access table storing means which memorizes 
an inaccurate access table which registers an inaccurate user's network address and the 
number of times of unlawful access and an E-mail of a relay transmission request is received, 
When a network address of a transmission source user of the E-mail is taken out and the 
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network address is registered into the above-mentioned memory measure, While taking out 
public key data memorized by the above-mentioned memory measure corresponding to the 
network address, Relay destination information which specifies a relay destination number 
included in a received E-mail is taken out, while forming the original relay destination number 
with the application of code decoding processing using public key data which carried out 
[ above-mentioned ] picking appearance, carrying out call origination to the formed relay 
destination number and transmitting drawing information on a received E-mail to the relay 
destination information, When a network address of a transmission source user of the E-mail 
who received is not registered into the above-mentioned memory measure, Or when the 
above-mentioned relay destination number is not able to be formed without completing the 
above-mentioned code decoding processing appropriately, Or when the above-mentioned 
relay destination number formed by the above-mentioned code decoding processing does not 
agree for a predetermined telephone number system. While not performing relay transmission 
operation but updating the above-mentioned inaccurate access table based on a network 
address of a transmission source user of the E-mail, An E-mail which reports that the network 
address is an inaccurate user network address, By the above-mentioned inaccurate user 
network address which transmitted to all the network addresses memorized by the above- 
mentioned network address memory measure, and was notified with a received E-mail. While 
updating the above-mentioned inaccurate user table, a network address of a transmission 
source user of an E-mail who received is registered into the above-mentioned inaccurate user 
table, and an E-mail is discarded when the number of times of unlawful access is beyond a 
predetermined value. 

[Claim 16]A function to exchange an E-mail via a Local Area Network or the Internet. 
A function of an exchange of facsimile information based on a facsimile-transmission 
procedure followed via a public network. 

Are the above the control method of a network facsimile machine which it had, and A network 
address of a user in whom a relay transmission request is possible, A secret key data memory 
measure which memorizes secret key data of each user corresponding to the network 
address, A network address memory measure which memorized one or more network 
addresses of other network facsimile machines, If it has an unlawful access table storing 
means which memorizes an inaccurate access table which registers an inaccurate user's 
network address and an E-mail of a relay transmission request is received, When a network 
address of a transmission source user of the E-mail is taken out and the network address is 
registered into the above-mentioned memory measure, While taking out secret key data 
memorized by the above-mentioned memory measure corresponding to the network address, 
Relay destination information which specifies a relay destination number included in a received 
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E-mail is taken out, while forming the original relay destination number with the application of 
code decoding processing using secret key data which carried out [ above-mentioned ] picking 
appearance, carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to the relay destination information, 
When a network address of a transmission source user of the E-mail who received is not 
registered into the above-mentioned memory measure, Or when the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. While not performing relay transmission operation but updating the 
above-mentioned inaccurate access table based on a network address of a transmission 
source user of the E-mail, An E-mail which reports that the network address is an inaccurate 
user network address, By the above-mentioned inaccurate user network address which 
transmitted to all the network addresses memorized by the above-mentioned network address 
memory measure, and was notified with a received E-mail. While updating the above- 
mentioned inaccurate user table, a network address of a transmission source user of an E-mail 
who received is registered into the above-mentioned inaccurate user table, and an E-mail is 
discarded when the number of times of unlawful access is beyond a predetermined value. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the lnvention]This invention relates to the control method of the network facsimile 
machine provided with the function to exchange an E-mail via a Local Area Network or the 
Internet, and the function of an exchange of the facsimile information based on the facsimile- 
transmission procedure followed via a public network. 
[0002] 

[Description of the Prior Art]The function to exchange an E-mail via a Local Area Network or 
the Internet with the spread of the Internet in recent years, The network facsimile machine 
provided with the function of an exchange of the facsimile information based on the facsimile- 
transmission procedure followed via a public network is used. 

[0003]The E-mail of a relay transmission request is received via a Local Area Network or the 
Internet as a function of this network facsimile machine, In the case of the facsimile machine 
by which the relay destination specified with the E-mail was connected to the public network, 
call origination can be carried out to the facsimile machine with a public network, and the relay 
transmission function which transmits the drawing information received by E-mail to the 
address can be realized. 

[0004]since telex rate gold can be boiled markedly and can be reduced compared with the 
case where it transmits directly using a public network to the facsimile machine of a remote 
place if such a relay transmission function is used, great reduction of communication cost can 
be realized. 
[0005] 

[Problem(s) to be Solved by the InventionJHowever, in the conventional network facsimile 
machine. Since relay transmission operation will be performed to the specified address if the 
E-mail of prescribed format relay request transmission is received, For example, even when 

http://www4.ipdl. inpit.go.jp/cgi-bin/tran_web_cgi_ejje?atw_u=http%3A%2F%2Fwww4.ipd... 9/5/2008 



JP, 10-257091, A [DETAILED DESCRIPTION] 



Page 2 of 30 



the E-mail of relay request transmission is received from other users who do not constitute the 

same network, relay request transmission from this inaccurate user is performed, and there is 

a possibility of producing the situation where telex rate gold will be paid unfairly. 

[0006]This invention is made in view of this actual condition, and an object of this invention is 

to provide the control method of a network facsimile machine that it can avoid performing relay 

transmission of the relay transmission request from an inaccurate user. 

[0007] 

[Means for Solving the Problem]A function in which this invention exchanges an E-mail via a 
Local Area Network or the Internet, In a control method of a network facsimile machine 
provided with a function of an exchange of facsimile information based on a facsimile- 
transmission procedure followed via a public network, If an E-mail of a relay transmission 
request is received, relay destination information which specifies a relay destination number 
included in the E-mail will be taken out, To the relay destination information, the original relay 
destination number is formed with the application of code decoding processing using 
predetermined key data, call origination is carried out to the formed relay destination number, 
and drawing information on a received E-mail is transmitted to it. 

[0008]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes predetermined secret key data and an E-mail of a relay 
transmission request is received, Relay destination information which specifies a relay 
destination number included in the E-mail is taken out, To the relay destination information, the 
original relay destination number is formed with the application of code decoding processing 
using secret key data memorized to the above-mentioned memory measure, call origination is 
carried out to the formed relay destination number, and drawing information on a received E- 
mail is transmitted to it. 

[0009]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes secret key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
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application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, when 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, It is made not to perform relay transmission 
operation. 

[001 0]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes secret key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. Relay transmission operation is not performed but a predetermined 
report E-mail which reports that an unjust relay transmission request was received is 
transmitted to an administrator registered beforehand. 

[001 1]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes secret key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
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information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. Relay transmission operation is not performed but predetermined 
report drawing information which reports that an unjust relay transmission request was 
received is transmitted by a facsimile-transmission procedure to an administrator registered 
beforehand. 

[001 2]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes secret key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system, relay transmission operation is not performed but it is made to carry 
out the record output of the predetermined report picture which reports that an unjust relay 
transmission request was received. 

[001 3]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
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method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes secret key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out secret key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using secret key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system, relay transmission operation is not performed but hysteresis 
information showing having received an unjust relay transmission request is memorized. 
[001 4]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes public key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] While carrying out call origination to the formed 
relay destination number and transmitting drawing information on a received E-mail to it, when 
a network address of a transmission source user of the E-mail who received is not registered 
into the above-mentioned memory measure, It is made not to perform relay transmission 
operation. 
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[001 5]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes public key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. Relay transmission operation is not performed but a predetermined 
report E-mail which reports that an unjust relay transmission request was received is 
transmitted to an administrator registered beforehand. 

[0016]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes public key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
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transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. Relay transmission operation is not performed but predetermined 
report drawing information which reports that an unjust relay transmission request was 
received is transmitted by a facsimile-transmission procedure to an administrator registered 
beforehand. 

[001 7]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes public key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system, relay transmission operation is not performed but it is made to carry 
out the record output of the predetermined report picture which reports that an unjust relay 
transmission request was received. 

[0018]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, If it has 
a memory measure which memorizes public key data of each user corresponding to a network 
address and a network address of a user in whom a relay transmission request is possible and 
an E-mail of a relay transmission request is received, When a network address of a 
transmission source user of the E-mail is taken out and the network address is registered into 
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the above-mentioned memory measure, While taking out public key data memorized by the 
above-mentioned memory measure corresponding to the network address, Relay destination 
information which specifies a relay destination number included in a received E-mail is taken 
out, the original relay destination number to the relay destination information with the 
application of code decoding processing using public key data which carried out [ above- 
mentioned ] picking appearance, [ form and ] when a network address of a transmission 
source user of the E-mail who received is not registered into the above-mentioned memory 
measure, while carrying out call origination to the formed relay destination number and 
transmitting drawing information on a received E-mail to it, When the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system, relay transmission operation is not performed but hysteresis 
information showing having received an unjust relay transmission request is memorized. 
[0019]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, A 
network address of a user in whom a relay transmission request is possible, and a public key 
data storage means which memorizes public key data of each user corresponding to the 
network address, A network address memory measure which memorized one or more network 
addresses of other network facsimile machines, If it has an unlawful access table storing 
means which memorizes an inaccurate access table which registers an inaccurate user's 
network address and an E-mail of a relay transmission request is received, When a network 
address of a transmission source user of the E-mail is taken out and the network address is 
registered into the above-mentioned memory measure, While taking out public key data 
memorized by the above-mentioned memory measure corresponding to the network address, 
take out relay destination information which specifies a relay destination number included in a 
received E-mail, and the relay destination information is received, the original relay destination 
number with the application of code decoding processing using public key data which carried 
out [ above-mentioned ] picking appearance, [ form and ] While carrying out call origination to 
the formed relay destination number and transmitting drawing information on a received E-mail 
to it, When a network address of a transmission source user of the E-mail who received is not 
registered into the above-mentioned memory measure, Or when the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. While not performing relay transmission operation but registering a 
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network address of a transmission source user of the E-mail into the above-mentioned 
inaccurate access table, An E-mail which reports that the network address is an inaccurate 
user network address, The above-mentioned inaccurate user network address which 
transmitted to all the network addresses memorized by the above-mentioned network address 
memory measure, and was notified with a received E-mail is registered into the above- 
mentioned inaccurate user table. 

[0020]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, A 
network address of a user in whom a relay transmission request is possible, and a secret key 
data memory measure which memorizes secret key data of each user corresponding to the 
network address, A network address memory measure which memorized one or more network 
addresses of other network facsimile machines, If it has an unlawful access table storing 
means which memorizes an inaccurate access table which registers an inaccurate user's 
network address and an E-mail of a relay transmission request is received, When a network 
address of a transmission source user of the E-mail is taken out and the network address is 
registered into the above-mentioned memory measure, While taking out secret key data 
memorized by the above-mentioned memory measure corresponding to the network address, 
take out relay destination information which specifies a relay destination number included in a 
received E-mail, and the relay destination information is received, the original relay destination 
number with the application of code decoding processing using secret key data which carried 
out [ above-mentioned ] picking appearance, [ form and ] While carrying out call origination to 
the formed relay destination number and transmitting drawing information on a received E-mail 
to it, When a network address of a transmission source user of the E-mail who received is not 
registered into the above-mentioned memory measure, Or when the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. While not performing relay transmission operation but registering a 
network address of a transmission source user of the E-mail into the above-mentioned 
inaccurate access table, An E-mail which reports that the network address is an inaccurate 
user network address, The above-mentioned inaccurate user network address which 
transmitted to all the network addresses memorized by the above-mentioned network address 
memory measure, and was notified with a received E-mail is registered into the above- 
mentioned inaccurate user table. 

[0021 ]A function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
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information based on a facsimile-transmission procedure followed via a public network, A 
network address of a user in whom a relay transmission request is possible, and a public key 
data storage means which memorizes public key data of each user corresponding to the 
network address, A network address memory measure which memorized one or more network 
addresses of other network facsimile machines, If it has an unlawful access table storing 
means which memorizes an inaccurate access table which registers an inaccurate user's 
network address and the number of times of unlawful access and an E-mail of a relay 
transmission request is received, When a network address of a transmission source user of 
the E-mail is taken out and the network address is registered into the above-mentioned 
memory measure, While taking out public key data memorized by the above-mentioned 
memory measure corresponding to the network address, take out relay destination information 
which specifies a relay destination number included in a received E-mail, and the relay 
destination information is received, the original relay destination number with the application of 
code decoding processing using public key data which carried out [ above-mentioned ] picking 
appearance, [ form and ] While carrying out call origination to the formed relay destination 
number and transmitting drawing information on a received E-mail to it, When a network 
address of a transmission source user of the E-mail who received is not registered into the 
above-mentioned memory measure, Or when the above-mentioned relay destination number 
is not able to be formed without completing the above-mentioned code decoding processing 
appropriately, Or when the above-mentioned relay destination number formed by the above- 
mentioned code decoding processing does not agree for a predetermined telephone number 
system. While not performing relay transmission operation but updating the above-mentioned 
inaccurate access table based on a network address of a transmission source user of the E- 
mail, An E-mail which reports that the network address is an inaccurate user network address, 
By the above-mentioned inaccurate user network address which transmitted to all the network 
addresses memorized by the above-mentioned network address memory measure, and was 
notified with a received E-mail. While updating the above-mentioned inaccurate user table, a 
network address of a transmission source user of an E-mail who received is registered into the 
above-mentioned inaccurate user table, and when the number of times of unlawful access is 
beyond a predetermined value, An E-mail is discarded. 

[0022JA function to exchange an E-mail via a Local Area Network or the Internet, In a control 
method of a network facsimile machine provided with a function of an exchange of facsimile 
information based on a facsimile-transmission procedure followed via a public network, A 
network address of a user in whom a relay transmission request is possible, and a secret key 
data memory measure which memorizes secret key data of each user corresponding to the 
network address, A network address memory measure which memorized one or more network 
addresses of other network facsimile machines, If it has an unlawful access table storing 

http://www4.ipdl. inpit.gojp/cgi-bin/tran_w 9/5/2008 



JP,10-257091,A [DETAILED DESCRIPTION] 



Page 11 of 30 



means which memorizes an inaccurate access table which registers an inaccurate user's 
network address and an E-mail of a relay transmission request is received, When a network 
address of a transmission source user of the E-mail is taken out and the network address is 
registered into the above-mentioned memory measure, While taking out secret key data 
memorized by the above-mentioned memory measure corresponding to the network address, 
take out relay destination information which specifies a relay destination number included in a 
received E-mail, and the relay destination information is received, the original relay destination 
number with the application of code decoding processing using secret key data which carried 
out [ above-mentioned ] picking appearance, [ form and ] While carrying out call origination to 
the formed relay destination number and transmitting drawing information on a received E-mail 
to it, When a network address of a transmission source user of the E-mail who received is not 
registered into the above-mentioned memory measure, Or when the above-mentioned relay 
destination number is not able to be formed without completing the above-mentioned code 
decoding processing appropriately, Or when the above-mentioned relay destination number 
formed by the above-mentioned code decoding processing does not agree for a predetermined 
telephone number system. While not performing relay transmission operation but updating the 
above-mentioned inaccurate access table based on a network address of a transmission 
source user of the E-mail, An E-mail which reports that the network address is an inaccurate 
user network address, By the above-mentioned inaccurate user network address which 
transmitted to all the network addresses memorized by the above-mentioned network address 
memory measure, and was notified with a received E-mail. While updating the above- 
mentioned inaccurate user table, a network address of a transmission source user of an E-mail 
who received is registered into the above-mentioned inaccurate user table, and when the 
number of times of unlawful access is beyond a predetermined value, An E-mail is discarded. 
[0023] 

[Embodiment of the lnvention]Hereafter, an embodiment of the invention is described in detail, 
referring to an accompanying drawing. 

[0024] Drawing 1 shows the communications system concerning one example of this invention. 
In this invention, since an E-mail is mainly taken up as application using the Internet, in the 
following explanation, it is omitting about applications other than an E-mail. 
[0025]This communications system mainly comprises domain DM1 centering on Local Area 
Network LAN1, and domain DM2 centering on Local Area Network LAN2. Facsimile machine 
FX1 The installation area of Local Area Network LAN! It is installed in (for example, Japan), 
are the group 3 facsimile machine using public network PSTN as a transmission line, and 
facsimile machine FX2, It is installed in the installation area (for example, U.S.) of Local Area 
Network LAN2, and is the group 3 facsimile machine using public network PSTN as a 
transmission line. 
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[0026]Leased line connection of each domain DM1 and DM2 is carried out to the service 
provider (network connection contractor; graphic display abbreviation) of the Internet INET via 
router RT1 and RT2. 

[0027]The peculiar network address divided into the network address which received 
assignment with the application of the net mask of a predetermined value is set as domain 
DM1 and DM2 here, and by that cause between domain DM1 and DM2, The data 
communications through router RT1, RT2, and the Internet INET can be performed. 
[0028]Mail server terminal SV1 for providing an e-mail service for client terminal CL1 
connected to Local Area Network LAN1, CL2, and network facsimile machine FI1 is provided 
in domain DM1 . For example, to each client terminal CL1 , CL2, network facsimile machine FI1 , 
and mail server terminal SV1. The user who the peculiar host address which connects an 
address respectively peculiar to the network address of domain DM1 is set up, and uses this 
domain DM1 , The user address which connects the host address of one of client terminal CL1 
and CL2 with a peculiar user name is set up. 

[0029]Similarly, mail server terminal SV2 for providing an e-mail service for client terminal CL3 
connected to Local Area Network LAN2, CL4, and network facsimile machine FI2 is provided 
in domain DM2. For example, to each client terminal CL3, CL4, network facsimile machine FI2, 
and mail server terminal SV2. The user who the peculiar host address which connects an 
address respectively peculiar to the network address of domain DM2 is set up, and uses this 
domain DM2, The user address which connects the host address of one of client terminal CL3 
and CL4 with a peculiar user name is set up. 

[0030]Network facsimile machine FI1 and FI2, It connected with Local Area Network LAN1 and 
LAN2, connected with the transmission functions and public network PSTN for exchanging 
drawing information as an E-mail, and has transmission functions which perform drawing 
information transmission by a group 3 facsimile-transmission procedure using this public 
network PSTN as a transmission line. 

[0031]An exchange of the data between the mutual terminals fundamentally connected to 
Local Area Network LAN1 and LAN2, And the exchange of data performed via the Internet 
INET is performed by the combination (what is called a protocol suite) of the transmission 
protocol to the transport layer called what is called TCP/IP and the communications protocol of 
the upper layer beyond it applying. For example, in an exchange of the data of an E-mail, a 
communications protocol called SMTP (Simple Mail Transfer Protocol) is applied as a 
communications protocol of the upper layer. 

[0032]At this example, once an E-mail is accumulated in mail server terminal SV1 and SV2, it 
is transmitted by the storage distribution type transmission forms distributed to an address. 
When the value of the destination address (after-mentioned) given to the E-mail includes the 
network address set as each domain DM1 and DM2 at this time, The E-mail is accumulated in 
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corresponding mail server terminal SV1 and SV2 as it is, When the value of the destination 
address given to the E-mail contains values other than the network address set as each 
domain DM1 and DM2, Via router RT1 and RT2, the E-mail is sent out to the Internet INET, 
and is transmitted to a proper domain or a host etc. who has a network address corresponding 
to the value of the destination address by the data transfer function of the Internet INET. 
[0033]Therefore, for example, the E-mail from each user to each user of domain DM2 of 
domain DM1, The E-mail which was once accumulated in mail server terminal SV1, and was 
accumulated in this mail server terminal SV1 , It is sent out to the Internet INET via router RT1 , 
and is transmitted and accumulated in mail server terminal SVof domain DM2 of the other 
party 2 via the Internet INET. 

[0034]On the other hand, each terminal (a client terminal and a network facsimile machine), E- 
mail reception of addressing to a user of a self-terminal is asked to mail server terminal SV1 
and SV2 a proper cycle, When the E-mail addressed to a user is accumulated in mail server 
terminal SV1 and SV2, from mail server terminal SV1 and SV2, the E-mail is received and a 
self-terminal user is notified of that. However, about a network facsimile machine, the e-mail 
address set as the self-terminal is dealt with as an user address in this case. 
[0035]Here, as for the protocol which each terminal applies to mail server terminal SV1 and 
SV2 for the confirmation of receipt of the E-mail addressed to a user, what is called POP 
(PostOffice Protocol) etc. are applied. 

[0036]About communications protocols, such as TCP/IP, SMTP, and POP, a data format, a 
data structure of an E-mail, etc. It is prescribed by the RFC (Request For Comments) 
document published from the organization which is summarizing the technical contents about 
the Internet called IETF (Internet Engineering Task Force), respectively. For example, RFC793 
prescribes TCP, IP is prescribed by RFC793 and, as for SMTP, the form of RFC821 and an E- 
mail is prescribed by RFC822, RFC1341, RFC1342, etc., respectively. 
f00371 Drawing 2 shows the example of composition of the network facsimile machine (FI1, 
FI2). 

[0038]The system control part 1 in the figure The control management of each part of this 
network facsimile machine, Perform various control management, such as predetermined code 
decoding processing and facsimile-transmission control-procedure processing, and the system 
memory 2, When executing the control processing program which the system control part 1 
executes, and a processing program, while memorizing required various data etc., Constituting 
the work area of the system control part 1 , the parameter memory 3 is for memorizing various 
kinds of information peculiar to this network facsimile machine, and the clock circuit 4 outputs 
current time information. 

[0039]The scanner 5 is for reading a manuscript picture in predetermined resolution, and it is 
for the plotter 6 carrying out the record output of the picture in predetermined resolution, and 
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the operation display 7 is for operating this network facsimile machine, and consists of various 

kinds of operation keys and various kinds of displays for indication. 

[0040]While the coding decoding section 8 carries out coding compression of the picture 

signal, it is for decrypting the drawing information by which coding compression is carried out 

to the original picture signal, and the image storage device 9 is for memorizing many drawing 

information in the state where coding compression was carried out. 

[0041 ]The group 3 facsimile modem 10 is for realizing the modem function of group 3 

facsimile, It has the slow-modem function (V. 21 modems) for exchanging a transmission 

protocol signal, and the fast modem function (V. 17 modems, a V.34 modem, V.29 modem, 

V.27ter modem, etc.) for mainly exchanging drawing information. 

[0042]The network control unit 11 is for connecting this facsimile machine to public network 
PSTN, and is provided with the automatic sending-and-receiving function. 
[0043]The Local Area Network interface circuit 12, Are this network facsimile machine for 
connecting with a Local Area Network, and the Local Area Network transmission control part 
13, It is for performing communications control processing of the predetermined protocol suite 
for exchanging various data among other Data Terminal Equipments via a Local Area Network 
and the Internet. 

[0044]these system control parts 1 , the system memory 2, the parameter memory 3, the clock 
circuit 4, the scanner 5, the plotter 6, the operation display 7, the coding decoding section 8, 
the image storage device 9, the group 3 facsimile modem 10, and the network control unit 1 1 - 
and, The Local Area Network transmission control part 13 is connected to the internal bus 14, 
and the exchange of the data between each of these elements is performed mainly via this 
internal bus 14. 

[0045]The exchange of the data between the network control unit 1 1 and the group 3 facsimile 
modem 10 is performed directly. 

[0046]Now, when the received E-mail is an E-mail of a prescribed format relay transmission 
request, to the destination number arranged at the E-mail, call origination of network facsimile 
machine FI1 and FI2 is carried out using public network PSTN, and they transmit the drawing 
information arranged at the text of an E-mail. 

[0047]Here, an example of an E-mail when carrying out the relay transmission request of the 
drawing information on the group 3 facsimile machine connected to public network PSTN to 
network facsimile machine FI1 and FI2 using an E-mail is shown in drawing 3 (a). 
[0048]Fundamentally, an E-mail consists of header information and text information, and the 
header information, The "Message-ID" field where the message identification information for 
discernment of the "Date" field which sets transmission date information, and an E-mail is set 
fundamentally, It consists of the "Subject" field used in order to display "To" field for displaying 
the "From" field for displaying an addresser, and a destination address, the title of the text, etc. 
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[0049] However, the reference term "RELAY" showing the "Subject" field being because this E- 
mail being a relay transmission request, the telephone number of a relay destination, and the 
name of the relay destination bundled with the parenthesis are arranged in this case. Although 
the number of the telephone numbers of the relay destination arranged in this case is one, two 
or more telephone numbers can also be arranged. 

[005O]Although the text information of an E-mail has fundamentally restriction that it must be 
the legible information on a seven bit code, since it is binary data, the drawing information 
which it is going to include in the text of an E-mail in this case cannot be arranged directly. So, 
in this example, it changes into the information on MIME (Multipurpose Internet Mail 
Extensions(multiple-purpose mail);RFC1341, RFC1342) form like a graphic display. 
[0051]Namely, the "MIME-Version" field which displays that this text information is MIME form 
on the header information in this case (this value) It is added by "1.0" immobilization and text 
information, It consists of the "Content-Transfer-Encoding" field (it indicates that it is using the 
"base64 [ in this case, ]" coding mode) for displaying the coding mode of the contents, and 
MIME information after coding drawing information in accordance with base64 encoding rule. 
[0052]Therefore, the network facsimile machine which received the E-mail, When the value of 
the "Subject" field of header information is investigated and the reference term "RELAY" is 
contained, the drawing information on the text information of the received E-mail is recognized 
to be an E-mail for the relay transfer request which carries out relay transfer to the telephone 
number contained in the "Subject" field. 

[0053]And when it has been recognized as it being a thing for a relay transfer request of the 
received E-mail, the MIME information on text information is changed into the original drawing 
information, and the drawing information is transmitted to the specified address. 
[0054]On the other hand, like drawing 3 (a), if the reference term "RELAY" arranged in the 
"Subject" field, the telephone number of a relay destination, and the name of a relay 
destination are expressed with a plaintext, Even when the E-mail of relay request transmission 
is received from other users who do not constitute this communication network, a relay request 
send action will be performed, profits will be brought to an unjust user, and it is not desirable. 
[0055]So, in this example, as shown in the figure (b), suppose the telephone number of a relay 
destination, and the name of a relay destination that the contents enciphered by predetermined 
encryption processing are arranged among the information arranged in the "Subject" field. 
[0056]Therefore, it is judged that the network facsimile machine which received the E-mail 
received the E-mail of the relay transmission request in this case when the value of the 
"Subject" field of header information was investigated and the reference term "RELAY" was 
contained. 

[0057]And with the application of predetermined code decoding processing, the original 
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telephone number and the name of a relay destination are formed about the remaining 
information on the "Subject" field, When the decoding processing is completed appropriately, 
relay transfer of the drawing information on the text information of an E-mail is carried out to 
the formed telephone number, and when decoding processing is not completed appropriately, 
it is made not to perform relay transmission. 

[0058]Thereby, the unjust relay request send action by an inaccurate user can be controlled. 
[0059]While applying the private key cryptosystem enciphered as cipher processing in this 
example using proper secret key information, About each registered user, as shown in drawing 
4, the secret key table which memorized the user's mail address and secret key information is 
memorized, and decoding processing of a code is performed [ user / each ] with the application 
of corresponding secret key information. 

[0060]ln this case, an example of operation of the network facsimile machine at the time of 
receiving an E-mail is shown in drawing 5 . 

[0061]lf an E-mail is received (the result of the judgment 101 is YES), the contents of the 
"Subject" field of the E-mail will be investigated, and the classification of an E-mail will be 
judged (processing 102). The reference term "RELAY" is not contained, but in not being an E- 
mail of a relay transmission request, in the "Subject" field, the result of the (judgment 103 
performs processing corresponding to NO) and the E-mail then received (processing 104), and 
ends this operation in it. 

[0062]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the (judgment 103 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the secret 
key table (processing 105), and when registered, the result of the (judgment 106 takes out the 
secret key information registered corresponding to YES) and its mail address. 
[0063]And the data of the remaining portion of the "Subject" field is taken out (processing 107), 
decoding processing of the predetermined code which applied secret key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 108). 

[0064]When a destination number and a destination name are appropriately obtained by this 
decoding processing, the result of the Qudgment 109 YES), Facsimile relay transmission 
processing (processing 110) which transmits the drawing information which carried out MIME 
inverse transformation to the destination number then taken out, and formed the text 
information of the E-mail in it is performed, and relay transmission operation is performed. 
[0065]When the result of the judgment 106 is set to NO by the case where the mail address of 
the "From" field of an E-mail which received then is not registered into a secret key table, 
When the result of the judgment 109 is set to NO by the case where a destination number and 
a destination name are not able to be appropriately obtained by decoding processing, at that 
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time, this operation is ended and relay transmission operation is not performed. 
[0066]Thus, since the secret key information beforehand registered into the user was applied 
in this example, decoding processing of the information as which the "Subject" field was 
enciphered was carried out and the relay destination number and the relay destination name 
have been acquired, In requesting relay transmission to this network facsimile machine, It is 
good to apply the registered secret key information, to encipher the relay destination number 
and relay destination name which are arranged in the "Subject" field with a predetermined 
private key cryptosystem, and to arrange the enciphered contents as a relay destination 
number and a relay destination name. 

[0067]Thereby, since inaccurate users other than the user registered beforehand cannot make 
relay transmission using this network facsimile machine perform appropriately, they can control 
unjust relay transmission operation and can manage a communication network smoothly. 
[0068]Although he is trying to register secret key information to each user in the example 
mentioned above, About each network facsimile machine, one secret key information is set up, 
and other users apply the secret key information, and can do cipher processing with a 
predetermined private key cryptosystem. 

[0069]By the way, as everyone knows, a cipher system is a code [ which was mentioned 
above ], and decoding side, and has what is called a public-key crypto system that applies key 
information which is a code and decoding side and is different besides the private key 
cryptosystem using the same secret key. With this public-key crypto system, by the code side, 
information is enciphered with the application of secret key information, and the information on 
the original plaintext is acquired from the information enciphered with the application of public 
key information at the decoding side. 

[0070]When applying this public-key crypto system, as shown in drawing 6 , it is good to be 
made to perform operation as memorized the public key table which memorized the user's mail 
address and its public key information and shown in drawing 7 at this example. 
[0071]That is, if an E-mail is received in this case (the result of the judgment 201 is YES), the 
contents of the "Subject" field of that E-mail will be investigated, and the classification of an E- 
mail will be judged (processing 202). The reference term "RELAY" is not contained, but in not 
being an E-mail of a relay transmission request, in the "Subject" field, the result of the 
(judgment 203 performs processing corresponding to NO) and the E-mail then received 
(processing 204), and ends this operation in it. 

[0072]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the Qudgment 203 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the public 
key table (processing 205), and when registered, the result of the (judgment 206 takes out the 
public key information registered corresponding to YES) and its mail address. 
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[0073]And the data of the remaining portion of the "Subject" field is taken out (processing 207), 
decoding processing of the predetermined code which applied public key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 208). 

[0074]When a destination number and a destination name are appropriately obtained by this 
decoding processing, the result of the (judgment 209 YES), Facsimile relay transmission 
processing (processing 210) which transmits the drawing information which carried out MIME 
inverse transformation to the destination number then taken out, and formed the text 
information of the E-mail in it is performed, and relay transmission operation is performed. 
[0075JWhen the result of the judgment 206 is set to NO by the case where the mail address of 
the "From" field of an E-mail which received then is not registered into a public key table, 
When the result of the judgment 209 is set to NO by the case where a destination number and 
a destination name are not able to be appropriately obtained by decoding processing, at that 
time, this operation is ended and relay transmission operation is not performed. 
[0076]Thus, since the public key information beforehand registered into the user was applied in 
this example, decoding processing of the information as which the "Subject" field was 
enciphered was carried out and the relay destination number and the relay destination name 
have been acquired, In requesting relay transmission to this network facsimile machine, A user 
is good to apply predetermined secret key information, to encipher the relay destination 
number and relay destination name which are arranged in the "Subject" field with a 
predetermined public-key crypto system, and to arrange the enciphered contents as a relay 
destination number and a relay destination name. 

[0077]Thereby, since inaccurate users other than the user registered beforehand cannot make 
relay transmission using this network facsimile machine perform appropriately, they can control 
unjust relay transmission operation and can manage a communication network smoothly. 
[0078]ln this public-key crypto system, as mentioned above, in the code side, encipher with the 
application of secret key information, and the information on a plaintext in the decoding side. 
Since one key information common to all the users with natural since the information on the 
original plaintext is acquired from the information enciphered with the application of public key 
information cannot be applied and the enciphered information cannot be decoded, a public key 
table which was mentioned above becomes indispensable. 

[0079]By the way, in the example mentioned above, when the decoding processing of the 
enciphered information is completed appropriately, have judged that a transmission source 
user's public key information is suitable, but. For example, it is assumed that relay request 
transmission by an inaccurate user will be received and performed by the case where an 
inaccurate user uses a registered user's mail address unfairly when producing the situation 
where decoding processing is appropriately completed by the key information which the 
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inaccurate user used by chance. 

[0080]Then, in order to be able to avoid this situation, the following additional conditions are 
set up. 

[0081]namely, the case where the information which decoding processing was completed 
appropriately and acquired as a result is the form "telephone number corresponding to 
predetermined telephone number system" "" (" - a "character string" ") as long as relay 
transmission of the received E-mail is performed. 

[0082]ln this case, an example of operation of the network facsimile machine at the time of 
receiving an E-mail is shown in drawing 8 . 

[0083]lf an E-mail is received (the result of the judgment 301 is YES), the contents of the 
"Subject" field of the E-mail will be investigated, and the classification of an E-mail will be 
judged (processing 302). The reference term "RELAY" is not contained, but in not being an E- 
mail of a relay transmission request, in the "Subject" field, the result of the (judgment 303 
performs processing corresponding to NO) and the E-mail then received (processing 304), and 
ends this operation in it. 

[0084]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the Gudgment 303 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the public 
key table (processing 305), and when registered, the result of the Gudgment 306 takes out the 
secret key information registered corresponding to YES) and its mail address. 
[0085]And the data of the remaining portion of the "Subject" field is taken out (processing 307), 
decoding processing of the predetermined code which applied public key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 308). 

[0086]When this decoding processing is completed appropriately and the result of the 
judgment 309 is set to YES, the relay destination number then taken out investigates whether 
it is in agreement with a predetermined telephone number system (processing 310). 
[0087]By the case where the relay destination number then taken out is in agreement with a 
predetermined telephone number system, when the result of the judgment 31 1 is set to YES, 
Facsimile relay transmission processing (processing 312) which carries out call origination to 
the relay destination number, and transmits the drawing information which carried out MIME 
inverse transformation and formed the text information of the E-mail is performed, and relay 
transmission operation is performed. 

[0088]When the result of the judgment 306 is set to NO by the case where the mail address of 
the "From" field of an E-mail which received then is not registered into a secret key table, 
When the result of the judgment 309 is set to NO by the case where a destination number and 
a destination name are not able to be appropriately obtained by decoding processing, When 



http://www4.ipdl.inpit.go jp/cgi-biiVtran_web_cgi_ejje?atw_u=http%3A%2F%2Fwww4.ipd... 9/5/2008 



JP,1 0-257091 ,A [DETAILED DESCRIPTION] 



Page 20 of 30 



the result of the judgment 31 1 is set to NO by the case where the relay destination number 
then taken out is not in agreement with a predetermined telephone number system, at that 
time, this operation is ended and relay transmission operation is not performed. 
[0089] Drawing 9 shows an example of operation of the network facsimile machine at the time 
of receiving the E-mail concerning other examples of this invention. 
[0090]lf an E-mail is received (the result of the judgment 401 is YES), the contents of the 
"Subject" field of the E-mail will be investigated, and the classification of an E-mail will be 
judged (processing 402). The reference term "RELAY" is not contained, but in not being an E- 
mail of a relay transmission request, in the "Subject" field, the result of the (judgment 403 
performs processing corresponding to NO) and the E-mail then received (processing 404), and 
ends this operation in it. 

[0091]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the (judgment 403 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the public 
key table (processing 405), and when registered, the result of the (judgment 406 takes out the 
public key information registered corresponding to YES) and its mail address. 
[0092]And the data of the remaining portion of the "Subject" field is taken out (processing 407), 
decoding processing of the predetermined code which applied public key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 408). 

[0093]When this decoding processing is completed appropriately and the result of the 
judgment 409 is set to YES, the relay destination number then taken out investigates whether 
it is in agreement with a predetermined telephone number system (processing 410). 
[0094]By the case where the relay destination number then taken out is in agreement with a 
predetermined telephone number system, when the result of the judgment 41 1 is set to YES, 
Facsimile relay transmission processing (processing 412) which carries out call origination to 
the relay destination number, and transmits the drawing information which carried out MIME 
inverse transformation and formed the text information of the E-mail is performed, and relay 
transmission operation is performed. 

[0095]When the result of the judgment 406 is set to NO by the case where the mail address of 
the "From" field of an E-mail which received then is not registered into a secret key table, 
When the result of the judgment 409 is set to NO by the case where it was not able to save "he 
has no key" as error information (processing 413), and a destination number and a destination 
name are not able to be appropriately obtained by decoding processing, When the result of the 
judgment 41 1 is set to NO by the case where the relay destination number which saved the 
"decoding error" as error information (processing 414), and was then taken out is not in 
agreement with a predetermined telephone number system, As "a telephone number error" is 
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saved as error information (processing 415) and it is shown in drawing 10 , that there was 
access of unjust relay request transmission with the error information. The E-mail of the report 
of which an administrator is notified is created (processing 416), that E-mail is transmitted to 
an administrator (processing 417), and this operation is ended. Relay transmission operation is 
not performed in this case, 

[0096]Thus, since the administrator is notified with error information of there having been 
unjust access in this example, an administrator, It can be known clearly where unjust access 
was carried out from and in which stage it was judged as the error, and the notice of an error 
cause to prevention of unjust access or a registered user, etc. can perform a maintenance 
service appropriately. 

[0097]The administrator's mail address is registered into the network facsimile machine in this 
case. 

[0098] Drawing 1 1 and drawing 12 show an example of operation of the network facsimile 
machine at the time of receiving an E-mail concerning the example of further others of this 
invention. 

[0099]lf an E-mail is received (the result of the judgment 501 is YES), the contents of the 
"Subject" field of the E-mail will be investigated, and the classification of an E-mail will be 
judged (processing 502). The reference term "RELAY" is not contained, but in not being an E- 
mail of a relay transmission request, in the "Subject" field, the result of the (judgment 503 
performs processing corresponding to NO) and the E-mail then received (processing 504), and 
ends this operation in it. 

[0100]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the (judgment 503 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the public 
key table (processing 505), and when registered, the result of the (judgment 506 takes out the 
public key information registered corresponding to YES) and its mail address. 
[0101]And the data of the remaining portion of the "Subject" field is taken out (processing 507), 
decoding processing of the predetermined code which applied public key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 508). 

[0102]When this decoding processing is completed appropriately and the result of the 
judgment 509 is set to YES, the relay destination number then taken out investigates whether 
it is in agreement with a predetermined telephone number system (processing 510). 
[0103]By the case where the relay destination number then taken out is in agreement with a 
predetermined telephone number system, when the result of the judgment 51 1 is set to YES, 
Facsimile relay transmission processing (processing 512) which carries out call origination to 
the relay destination number, and transmits the drawing information which carried out MIME 
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inverse transformation and formed the text information of the E-mail is performed, and relay 
transmission operation is performed. 

[01 04] When the result of the judgment 506 is set to NO by the case where the mail address of 
the "From" field of an E-mail which received then is not registered into a public key table, 
When the result of the judgment 509 is set to NO by the case where it was not able to save "he 
has no key" as error information (processing 513), and a destination number and a destination 
name are not able to be appropriately obtained by decoding processing, When the result of the 
judgment 51 1 is set to NO by the case where the relay destination number which saved the 
"decoding error" as error information (processing 514), and was then taken out is not in 
agreement with a predetermined telephone number system, "A telephone number error" is 
saved as error information (processing 515), and as shown in drawing 10 , the body data of the 
report which notifies an administrator with the error information of there having been access of 
unjust relay request transmission is created (processing 516). 

[0105]By subsequently, the case where it is set up investigate whether it is set up notify an 
error report by E-mail to an administrator (judgment 517), and notify an error report by E-mail 
to an administrator. When the result of the judgment 517 is set to YES, the E-mail with which 
the report created by the processing 516 is transmitted is created (processing 518), and the E- 
mail is transmitted to an administrator (processing 519). 

[0106]By next, the case where it is set up investigate whether it is set up notify an error report 
by facsimile transmission to an administrator (judgment 520), and notify an error report by 
facsimile transmission to an administrator. When the result of the judgment 520 is set to YES, 
the body data of the report created by the processing 516 is changed into the facsimile 
drawing information that it corresponds (processing 521), call origination is carried out to the 
administrator telephone number registered beforehand, and the facsimile drawing information 
is transmitted (processing 522). 

[0107]By the case where it is set up investigate whether it is set up carry out the record output 
of the error report (judgment 523), and carry out the record output of the error report. When 
judgment 523 result is set to YES, the body data of the report created by the processing 516 is 
changed into corresponding image data (processing 524), and the record output of the picture 
is carried out from the plotter 6 (processing 525). 

[0108]To an administrator that there was unjust access in this example with an error content 
Thus, an E-mail, facsimile transmission, Or since the report picture is notified by carrying out a 
record output, an administrator, It can be known clearly where unjust access was carried out 
from and in which stage it was judged as the error, and the notice of an error cause to 
prevention of unjust access or a registered user, etc. can perform a maintenance service 
appropriately. Since an administrator can get an error report by the most useful means, an 
administrator's time and effort is substantially reducible. 
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[0109]An administrator's mail address and the facsimile telephone number are beforehand 
registered into the network facsimile machine in this case. 

[0110] Drawing 13 and drawing 14 show an example of operation of the network facsimile 
machine at the time of receiving an E-mail concerning this invention and also other examples. 
[01 1 1]lf an E-mail is received (the result of the judgment 601 is YES), the contents of the 
"Subject" field of the E-mail will be investigated, and the classification of an E-mail will be 
judged (processing 602). The reference term "RELAY" is not contained, but in not being an E- 
mail of a relay transmission request, in the "Subject" field, the result of the (judgment 603 
performs processing corresponding to NO) and the E-mail then received (processing 604), and 
ends this operation in it. 

[01 12]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the (judgment 603 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the public 
key table (processing 605), and when registered, the result of the (judgment 606 takes out the 
public key information registered corresponding to YES) and its mail address. 
[01 13]And the data of the remaining portion of the "Subject" field is taken out (processing 607), 
decoding processing of the predetermined code which applied public key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 608). 

[0114]When this decoding processing is completed appropriately and the result of the 
judgment 609 is set to YES, the relay destination number then taken out investigates whether 
it is in agreement with a predetermined telephone number system (processing 610). 
[01 15]By the case where the relay destination number then taken out is in agreement with a 
predetermined telephone number system, when the result of the judgment 61 1 is set to YES, 
Facsimile relay transmission processing (processing 612) which carries out call origination to 
the relay destination number, and transmits the drawing information which carried out MIME 
inverse transformation and formed the text information of the E-mail is performed, and relay 
transmission operation is performed. 

[01 16]When the result of the judgment 606 is set to NO by the case where Jhe mail address of 
the "From" field of an E-mail which received then is not registered into a public key table, 
When the result of the judgment 609 is set to NO by the case where it was not able to save "he 
has no key" as error information (processing 613), and a destination number and a destination 
name are not able to be appropriately obtained by decoding processing, When the result of the 
judgment 61 1 is set to NO by the case where the relay destination number which saved the 
"decoding error" as error information (processing 614), and was then taken out is not in 
agreement with a predetermined telephone number system, "A telephone number error" is 
saved as error information (processing 615), and the contents of the inaccurate access table 
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as shown in drawing 15 are updated based on the mail address of the transmission source 
user at that time (processing 616). Here, an inaccurate access table memorizes the number of 
times of unlawful access of the inaccurate access user showing a user's mail address to which 
it accessed unlawfully, and its user. 

[01 17]Subsequently, as shown in drawing 16 , the body data of the report which notifies an 
administrator of there having been access of unjust relay request transmission with the error 
information and the number of times of unlawful access is created (processing 617). 
[01 18]By subsequently, the case where it is set up investigate whether it is set up notify an 
error report by E-mail to an administrator (judgment 618), and notify an error report by E-mail 
to an administrator. When the result of the judgment 618 is set to YES, the E-mail with which 
the report created by the processing 617 is transmitted is created (processing 619), and the E- 
mail is transmitted to an administrator (processing 620). 

[01 19]By next, the case where it is set up investigate whether it is set up notify an error report 
by facsimile transmission to an administrator (judgment 621), and notify an error report by 
facsimile transmission to an administrator. When the result of the judgment 621 is set to YES, 
the body data of the report created by the processing 617 is changed into the facsimile 
drawing information that it corresponds (processing 622), call origination is carried out to the 
administrator telephone number registered beforehand, and the facsimile drawing information 
is transmitted (processing 623). 

[0120]By the case where it is set up investigate whether it is set up carry out the record output 
of the error report (judgment 624), and carry out the record output of the error report. When the 
result of the judgment 624 is set to YES, the body data of the report created by the processing 
617 is changed into corresponding image data (processing 625), and the record output of the 
picture is carried out from the plotter 6 (processing 626). 

[0121]To an administrator that there was unjust access in this example with an error content 
and the number of times of unlawful access Thus, an E-mail, facsimile transmission, Or since 
the report picture is notified by carrying out a record output, an administrator, It can be known 
clearly where unjust access was carried out how many times from and in which stage it was 
judged as the error, and the notice of an error cause to prevention of unjust access or a 
registered user, etc. can perform a maintenance service appropriately. Since an administrator 
can get an error report by the most useful means, an administrator's time and effort is 
substantially reducible. 

[0122]An administrator's mail address and the facsimile telephone number are beforehand 
registered into the network facsimile machine in this case. 

[0123]By the way, in the communication network mentioned above, they are contained by two 
or more network facsimile machines, and with each network facsimile machine. When 
accessed unlawfully, do not perform requested relay transmission, but are trying to output the 
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report showing unlawful access having been carried out to an administrator, while supervising 
the situation of unlawful access, but. When unlawful access is considered with the whole 
communications system, it is preferred to notify unlawful access which each network facsimile 
machine received to other network facsimile machines, 

[0124]Therefore, first, as shown in drawing 17 , the mail address (network address) of two or 
more network facsimile machines contained in a communication network, When it registers 
with the network facsimile address table and unlawful access is carried out, it is good to notify 
that by E-mail to other network facsimile machines. 

[0125] Drawing 18 , drawing 19 , and drawing 20 show an example of operation of the network 
facsimile machine at the time of receiving an E-mail in this case. 
[0126]lf an E-mail is received (the result of the judgment 701 is YES), the contents of the 
"Subject" field of the E-mail will be investigated, and the classification of an E-mail will be 
judged (processing 702). 

[0127]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the (judgment 703 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the public 
key table (processing 705), and when registered, the result of the (judgment 706 takes out the 
public key information registered corresponding to YES) and its mail address. 
[0128]And the data of the remaining portion of the "Subject" field is taken out (processing 707), 
decoding processing of the predetermined code which applied public key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 708). 

[0129]When this decoding processing is completed appropriately and the result of the 
judgment 709 is set to YES, the relay destination number then taken out investigates whether 
it is in agreement with a predetermined telephone number system (processing 710). 
[0130]By the case where the relay destination number then taken out is in agreement with a 
predetermined telephone number system, when the result of the judgment 71 1 is set to YES, 
Facsimile relay transmission processing (processing 712) which carries out call origination to 
the relay destination number, and transmits the drawing information which carried out MIME 
inverse transformation and formed the text information of the E-mail is performed, and relay 
transmission operation is performed. 

[0131]When the result of the judgment 706 is set to NO by the case where the mail address of 
the "From" field of an E-mail which received then is not registered into a secret key table, 
When the result of the judgment 709 is set to NO by the case where it was not able to save "he 
has no key" as error information (processing 713), and a destination number and a destination 
name are not able to be appropriately obtained by decoding processing, A "decoding error" is 
saved as error information (processing 714), and when the result of the judgment 71 1 is set to 
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NO by the case where the relay destination number then taken out is not in agreement with a 
predetermined telephone number system, "a telephone number error" is saved as error 
information (processing 715). 

[0132]Subsequently, based on the mail address of the transmission source user at that time, 
the E-mail which notifies an inaccurate access user as shows drawing 21 is created 
(processing 716). Here, a reference term "[illegal user]" and an inaccurate access user's mail 
address are arranged by body data in the "Subject" field at the E-mail which notifies this 
inaccurate access user including "ERROR REPORT." Therefore, if an E-mail is received and 
"ERROR REPORT" is arranged in the "Subject" field, it can be judged that it is for the E-mail to 
notify an inaccurate access user. 

[0133]And transmit the created E-mail to all the mail addresses registered into the network 
facsimile address table (processing 717), and it ranks second, Based on the mail address of 
the transmission source user at that time, the contents of the same inaccurate access table as 
**** are updated (processing 718). 

[0134]Next, the body data of the report which notifies an administrator of there having been 
access of unjust relay request transmission like **** with the error information and the number 
of times of unlawful access is created (processing 719). 

[0135]By subsequently, the case where it is set up investigate whether it is set up notify an 
error report by E-mail to an administrator (judgment 720), and notify an error report by E-mail 
to an administrator. When the result of the judgment 718 is set to YES, the E-mail with which 
the report created by the processing 717 is transmitted is created (processing 721), and the E- 
mail is transmitted to an administrator (processing 722). 

[0136]By next, the case where it is set up investigate whether it is set up notify an error report 
by facsimile transmission to an administrator (judgment 723), and notify an error report by 
facsimile transmission to an administrator. When the result of the judgment 723 is set to YES, 
the body data of the report created by the processing 719 is changed into the facsimile 
drawing information that it corresponds (processing 724), call origination is carried out to the 
administrator telephone number registered beforehand, and the facsimile drawing information 
is transmitted (processing 725). 

[0137]By the case where it is set up investigate whether it is set up carry out the record output 
of the error report (judgment 726), and carry out the record output of the error report. When the 
result of the judgment 726 is set to YES, the body data of the report created by the processing 
719 is changed into corresponding image data (processing 727), and the record output of the 
picture is carried out from the plotter 6 (processing 728). 

[0138]The reference term "RELAY" is not contained in the "Subject" field, In not being an E- 
mail of a relay transmission request, the result of the (judgment 703 investigates whether 
"ERROR REPORT" is arranged in the "Subject" field of NO) and the received E-mail Gudgment 
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730). 

[0139]By the case where "ERROR REPORT" is arranged in the "Subject" field of the received 
E-mail, when the result of the judgment 730 is set to YES, An inaccurate access user's mail 
address is taken out from the text of the received E-mail (processing 731), the inaccurate 
access table mentioned above by that mail address is updated, and this operation is ended. 
When the result of the judgment 730 is set to NO, processing corresponding to the E-mail then 
received is performed (processing 733), and this operation is ended. 

[0140]By the way, although he is trying to memorize an user address and the number of times 
of unlawful access in the example mentioned above about the user who performed unjust 
access, All the E-mails that the number of times of unlawful access received from the user who 
has become beyond constant value can perform the reception control of an E-mail so that it 
may discard. 

[0141]An example of operation of the network facsimile machine at the time of receiving an E- 
mail in this case of [ in this case ] is shown in drawing 22 , drawing 23 , and drawing 24 . 
[0142]lf an E-mail is received (the result of the judgment 801 is YES), the user address set to 
the "From" field of an E-mail first, Registering with the inaccurate access table, the number of 
times of unlawful access investigates whether you are the inaccurate user who has become 
beyond the predetermined value (for example, 5) (judgment 802). By the case where the user 
address set to the "From" field of an E-mail belongs to an inaccurate user, when the result of 
the judgment 802 is set to YES, The unlawful access notice mail mentioned above is created, 
it transmits to other network facsimile machines (processing 803), the contents of the 
inaccurate access table are updated by the user address of the transmission source user at 
that time (processing 804), and this operation is ended. 

[0143]By the case where the user address set to the "From" field of an E-mail does not belong 
to an inaccurate user, when the result of the judgment 802 is set to NO, the contents of the 
"Subject" field of the E-mail are investigated, and the classification of an E-mail is judged 
(processing 805). 

[0l44]The reference term "RELAY" is contained in the "Subject" field, In being an E-mail of a 
relay transmission request, the result of the (judgment 806 YES), It investigates whether the 
mail address of the "From" field of an E-mail which received then is registered into the public 
key table (processing 807), and when registered, the result of the (judgment 808 takes out the 
public key information registered corresponding to YES) and its mail address. 
[0145]And the data of the remaining portion of the "Subject" field is taken out (processing 809), 
decoding processing of the predetermined code which applied public key information to the 
data is performed, and the original relay destination number and relay destination name are 
obtained (processing 810). 

[0146]When this decoding processing is completed appropriately and the result of the 
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judgment 81 1 is set to YES, the relay destination number then taken out investigates whether 
it is in agreement with a predetermined telephone number system (processing 812). 
[0147]By the case where the relay destination number then taken out is in agreement with a 
predetermined telephone number system, when the result of the judgment 813 is set to YES, 
Facsimile relay transmission processing (processing 815) which carries out call origination to 
the relay destination number, and transmits the drawing information which carried out MIME 
inverse transformation and formed the text information of the E-mail is performed, and relay 
transmission operation is performed. 

[0148]When the result of the judgment 808 is set to NO by the case where the mail address of 
the "From" field of an E-mail which received then is not registered into a secret key table, 
When the result of the judgment 81 1 is set to NO by the case where it was not able to save "he 
has no key" as error information (processing 816), and a destination number and a destination 
name are not able to be appropriately obtained by decoding processing, A "decoding error" is 
saved as error information (processing 817), and when the result of the judgment 813 is set to 
NO by the case where the relay destination number then taken out is not in agreement with a 
predetermined telephone number system, "a telephone number error" is saved as error 
information (processing 818). 

[0149]Subsequently, based on the mail address of the transmission source user at that time, 
the E-mail which notifies the same inaccurate access user as **** is created (processing 820). 
[0150]And transmit the created E-mail to all the mail addresses registered into the network 
facsimile address table (processing 821), and it ranks second, Based on the mail address of 
the transmission source user at that time, the contents of the same inaccurate access table as 
**** are updated (processing 822). 

[0151]Next, the body data of the report which notifies an administrator of there having been 
access of unjust relay request transmission like **** with the error information and the number 
of times of unlawful access is created (processing 823). 

[0152]By subsequently, the case where it is set up investigate whether it is set up notify an 
error report by E-mail to an administrator (judgment 824), and notify an error report by E-mail 
to an administrator. When the result of the judgment 824 is set to YES, the E-mail with which 
the report created by the processing 823 is transmitted is created (processing 825), and the E- 
mail is transmitted to an administrator (processing 826). 

[0153]By next, the case where it is set up investigate whether it is set up notify an error report 
by facsimile transmission to an administrator Qudgment 827), and notify an error report by 
facsimile transmission to an administrator. When the result of the judgment 827 is set to YES, 
the body data of the report created by the processing 823 is changed into the facsimile 
drawing information that it corresponds (processing 828), call origination is carried out to the 
administrator telephone number registered beforehand, and the facsimile drawing information 
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is transmitted (processing 829). 

[0154]By the case where it is set up investigate whether it is set up carry out the record output 
of the error report Gudgment 830), and carry out the record output of the error report. When the 
result of the judgment 830 is set to YES, the body data of the report created by the processing 
823 is changed into corresponding image data (processing 831), and the record output of the 
picture is carried out from the plotter 6 (processing 832). 

[0155]The reference term "RELAY" is not contained in the "Subject" field, In not being an E- 
mail of a relay transmission request, the result of the (judgment 806 investigates whether 
"ERROR REPORT" is arranged in the "Subject" field of NO) and the received E-mail Gudgment 
835). 

[0156]By the case where "ERROR REPORT" is arranged in the "Subject" field of the received 
E-mail, when the result of the judgment 836 is set to YES, An inaccurate access user's mail 
address is taken out from the text of the received E-mail (processing 837), the inaccurate 
access table mentioned above by that mail address is updated, and this operation is ended. 
When the result of the judgment 836 is set to NO, processing corresponding to the E-mail then 
received is performed (processing 838), and this operation is ended. 
[0157]Although he is trying to register the mail address and the number of times of unlawful 
access of the user who accessed unlawfully to the inaccurate access table in the example 
mentioned above, the contents of this information to register are not restricted to this. For 
example, when saving a user's mail address and access time to which it accessed unlawfully 
as unlawful access hysteresis information and creating the notice report of unlawful access, 
the registration frequency of the same mail address is calculated and the enumerated data can 
be used as the number of times of unlawful access. 
[0158] 

[Effect of the lnvention]Since according to this invention the secret key information or the 
public key information beforehand registered into the user was applied, decoding processing of 
the enciphered information was carried out and relay destination information etc. have been 
acquired as explained above, Since inaccurate users other than the user registered 
beforehand cannot make relay transmission using this network facsimile machine perform 
appropriately, they can control unjust relay transmission operation and acquire the effect that a 
communication network can be smoothly managed now. 

[0159]the destination telephone number obtained by completing the decoding processing of 
the enciphered information appropriately agreed for the predetermined telephone number 
system - a telephone number - the case where it is - as long as, since relay transmission of 
the received E-mail is performed, Unjust relay transmission operation can be controlled and 
the effect that a communication network can be smoothly managed now is acquired. 
[0160]With error information that there was unjust access An E-mail, facsimile communication, 
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Or since the administrator is notified using the hard copy of a report, an administrator, It can be 
known clearly where unjust access was carried out from and in which stage it was judged as 
the error, and the effect that the notice of an error cause to prevention of unjust access or a 
registered user, etc. can perform a maintenance service appropriately is acquired. 
[0161]To an administrator that there was unjust access with an error content and the number 
of times of unlawful access An E-mail, facsimile transmission, Or since the report picture is 
notified by carrying out a record output, an administrator, It can be known clearly where unjust 
access was carried out how many times from and in which stage it was judged as the error, 
and the notice of an error cause to prevention of unjust access or a registered user, etc. can 
perform a maintenance service appropriately. Since an administrator can get an error report by 
the most useful means, the effect that an administrator's time and effort is substantially 
reducible is also acquired. 

[0162]Among two or more network facsimile machines contained in a communication network 
system, Since unlawful access which the self-terminal received is notified to other network 
facsimile machines, when the inaccurate user is delivering the same attack to the separate 
network facsimile machine, the effect that this inaccurate user can be eliminated appropriately 
is acquired. 

[0163]Since all the E-mails received from the user which the number of times of unlawful 
access has become beyond constant value are performing the reception control of the E-mail 
so that it may discard, they acquire the effect that an inaccurate user's access can be 
eliminated appropriately. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the 
original precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing 1] The block diagram showing the communications system concerning one example 
of this invention. 

[Drawing 2] The block diagram showing the example of composition of a network facsimile 
machine. 

[Drawing 3] The schematic diagram showing an example of an E-mail when carrying out a relay 
transmission request. 

[Drawing 4] The schematic diagram showing an example of a secret key table. 

[Drawing 5] The flow chart which showed an example of operation of the network facsimile 

machine at the time of receiving an E-mail. 

[ Drawing 6] The schematic diagram showing an example of a public key table. 

[Drawing 7] The flow chart which showed other examples of operation of the network facsimile 

machine at the time of receiving an E-mail, 

[Drawing 8] The flow chart which showed the example of further others of operation of the 
network facsimile machine at the time of receiving an E-mail. 

[Drawing 9] The flow chart which showed operation of the network facsimile machine at the 
time of receiving an E-mail, and also other examples. 

[Drawing 10] The schematic diagram showing an example of the E-mail of the report which 
notifies an administrator with the error information of there having been access of unjust relay 
request transmission. 

[Drawing 11] The flow chart which showed a part of another example of operation of the 
network facsimile machine at the time of receiving an E-mail. 

[Drawing 12] The flow chart which showed the remaining portion of another example of 
operation of the network facsimile machine at the time of receiving an E-mail. 
[Drawing 13] The flow chart which showed a part of another example of operation of the 
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network facsimile machine at the time of receiving an E-mail. 

[ Drawing 14] The flow chart which showed the remaining portion of another example of 
operation of the network facsimile machine at the time of receiving an E-mail. 
[Drawing 15] The schematic diagram showing an example of an inaccurate access table. 
[Drawing 161 The schematic diagram showing an example of the E-mail of the report which 
notifies an administrator of there having been access of unjust relay request transmission with 
the error information and the number of times of unlawful access. 

[Drawing 171 The schematic diagram showing an example of a network facsimile address table. 

[Drawing 18] The flow chart which showed a part of operation of the network facsimile machine 
at the time of receiving an E-mail, and also another example. 

[Drawing 19] The flow chart which showed other portions of operation of the network facsimile 
machine at the time of receiving an E-mail, and also another example. 
[Drawing 20] The flow chart which showed the remaining portions of operation of the network 
facsimile machine at the time of receiving an E-mail, and also another example. 
[Drawing 21] The schematic diagram showing an example of the E-mail which notifies an 
inaccurate access user. 

[ Drawing 22] The flow chart which showed a part of operation of the network facsimile machine 
at the time of receiving an E-mail, and also another example. 

[Drawing 23] The flow chart which showed other portions of operation of the network facsimile 
machine at the time of receiving an E-mail, and also another example. 
[Drawing 24] The flow chart which showed the remaining portions of operation of the network 
facsimile machine at the time of receiving an E-mail, and also another example. 
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(a) ; 

Date: Tue, 18 Feb 1997 15:4521 +0900 
Message-ID: <XXXXXXXXXXXXXX@**".co.jp> 
From: userl!gl***jco.jp 
To: NETFAX@**".coop 

Subject: RELAY: 0123-4567-7901(Any -company) 
Mime-Version: 1.0 
Content-Tran8fer-Encoding: baae64 
Status: R 

0M8R4KOxGuEAAAAAAAAAAAAAAAAAAAAAA0wADAP7/CQAGAAAAAA 
AAAAAAAAABAAAAAQAAAAAAAAAAEAAAAgAAAAEAAAIH-////AAAAAAA 



(b) 

Date: Tue, 18 Feb 1897 16:46:21 +0900 
Meseage-ID: <XXXXXXXXXXXXXX@***xo.jp> 
From: uaerl@***.cojp 
To: NETFAX@***.co.jp 

Subject: RELAY: Fg0eDZoNCg5ODT4NwghiBZYNGluB8IJKiquCvYKig8a 
Mime- Version: 1.0 
Content-Transfer-Encoding: base64 
Status: R 

0MBR4EGxGuEAAAAAAAAAAAAAAAAAAAAAAOwADAP7/CQAGAAAAAAAA 
AAAAAAABAAAAAQAAAAAAAAAAEAAAAeAAAAEAAAD+////AAAAAAAAAAD 

ituimuimmiinmiiuumimuummiimmnmimmimmimituiiitntimiii 



[ Drawing 7] 
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[ Drawing 10] 
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Date: Tue, 18 Feb 1997 16:42:02 4-0900 
Message-ID: <5fYYYYYYYYYYY<8***.co.jp> 
Prom: NETFAX@***.cojp 
To: fax_admin @***.co jp 
Subject: ERROR REPORT 
Mime-Version: 1.0 

Content-Type: texl/plain; char8etF*"ISO-2022-JF 
Content-Tranafer-Encoding: 7bit 



<< ^JETP^^m^ #00 3 >> 

1 997^2^ 1 8B 1 5^2 0^339 
user99@****.co.jp ti>b ^mtfc&tfih 9 f- 
u8er99@****.cojp <r>GM9Htt 1 ?—7Mz.h K> Ufc. 



[Drawing 12] 
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[Drawing 14] 
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[Drawing 9] 
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Drawing 15] 
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Data: Tue, IB Feb 1997 16:42:02 44)900 
Meesage-ID: <YYYYYYYYYYYY@*** .co.jp> 
From: NETFAX@***.co.jp 
To: fax^admin @***.co jp 
Subject: ERROR REPORT 
Mime-Version: 1.0 

Content-Type: text/plain; chareet="ISO-2022-JF 
Content- Transfer-Encoding: 7bit 

<< ?FjET*1z;*afc! #003 >> 

1 9 97<p2fll8B15l*20^3'3t> K 
uaer90@****.oooP ^JtttttS^fc 9 £ L1t&, 
UBer99©**«*. oojp <D'£W&9&r3.7— -?MZ$> 9 S-frA/T? Lfc„ 

user99®***\co.jp <D<fiiETtrizxt£> 
1 997f U1B 2l3B-ei-o 



[Drawing 19] 
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[Drawing 18] 
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Drawing 21] 



Date: Tue, 18 Feb 1997 16:42:02 +0900 
MeaeageJD: <YYYYYYYYYYYY@***.cojp> 
Prom: NETFAX@***.co.jp 

To: NETFAX-b@***.co.jp, NETFAX-c@***.cojp, NETFAX-d@***.co.jp 
Sutgect: ERROR REPORT 



[illegal user] oiser99@** # *,cogp 



[Drawing 24] 
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[Drawing 23] 
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— fTh'uxizftfcLtziotDisffXD^—fcom&mT— so 
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u*a*±EE**afcB»S;ix-C^5»e'JcH;, 

y h!7-?T KU'^K#j6LT±EE*^aiwE**Jx 

flWtrSDWU ^ofaU&fcflWHCjtfU JiESlfJttJ 
-^«rffiVfc«F *{K-9«9*3A LTtuW 

flLfc-tro*?-^— /K^j^ffTE^.— tfco^y h !7 — 9 T 

mc j:*>mat, Lfc±E«t»«ya*»**sBf 

* SrE«-r £ Jl 5 1- Lfc fc O-C fc 5„ 
[0 0 14] D-*MUr^'yh!7-^ifcH; 

i, ^*i^Sr^LTtT9 7r^">5 yf5^#HH(rj:S7 
r !)7-*^D fc D y hi? — 

* 7 r 9 y 5 y &B0M*p:£&k*}v *-c, f Miism{& $i 

— ^ 7- K l"* iC^fJCS L7btJC0*3(Oro3.— -tf ro^Mji-T*— 
^*E«i-5E1t^©*f»XL, ^m^ff fe«<75«^^< - 
^5rS:fS-r-5 i:, *<0«^-> — /K£>i£ff tg^-— ifo^ 5/ 

y YV—?T Ku-^ic»i^U-C±EEti^©lcEtS$n 

ft SlSrJB 9 til L, ZWm?zfttfim~#l^ ±E5t>9tb 

i*U gftLfc«^p<-/KOiiHf#«ri^ft-t-5-*-, S 

ft Lfc^roa^-^— /K^jtftTc^.— tfo^y f- y—?T 

100 151 *fc, n-*/vx!)7^y h7-^Sfcll 

— 9T Y'isX^ttfcLfr}5CDt3<D<D^-— tfn'&fflffcr— 
^SrElt-r^Eft^S^fix, filiiSftttWro^pi- 
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\s xfc-tm2&^mz&m&tix\,^z>m&iztt. z<d* 

Ku-x^s, ±EEtS^aK^£*v-Cv^v^:»-a\ Hit 

-jv&mt "f -5 ± 5 \z. Lit t »-Cfc5 0 
[0016) *7t, n-*M9 7^yH7-^*fcli 

/v^rSlf-tit, -t©*^ — /v-OTjiHtTc^.— 1f©*s> 

fltJii*#*«r»<«L, ^©7£/&Lfc*8l?S3te#-S§-~:5g 

fu*#, ±EEit¥«teS»s*t-cv*fcv*»e\ £fc 

12, ±IEB&-§-«-^«! i S*5iS§J|^ifi|T-^-rjc:±l2 c t J ^5fe 

M\z i. 9 MitL Lfc_LE* *J&jte**a*BfJ£0>«H*-»# 

fc(b/J>Cfcg&$*u-CV^-5«£f;i*fL.-T:, =FjE&4»*I 
iS6«*«C*a»t8iofcii:SriStoi-53f*«>i^#- MS 

t,©-e$>5„ 

[0 0 17] 4fc, o-*;HiJ7*7 VV — ?i.1t\* 



"IIBfca-— ■ IP©*? h!7-^7 Kl/^i, ^:©*y by 

**:E*-*-5Eii#H:*fli*.» «f«a6«tt«io«-T-p«- 

u*#±EE«^&KS&£;h/tv^»'a't;:f2, ;&©* 

k^#, -kEE*#«fcB»3*LTw^#^ ait 

12, -tlSSt#«-§-^a^iS«»Cii*T-ar-ff-±IS*^5t 
IK J: 9 #J* Lfc JlE**^#*#W£© 

[0 0 18] 4fc, n— ^/uaiyr^ix h!7 — ^47ttt 
"J«*a-fO+yh7-?7K^t, W?b!7 

12, ±E«f#«*«aiiS3i«»t»T*i*fc±Et"ilWa3fe 

ate J: 9 ^ Lfc±E*«^#^as^£ro«fS#-J§-# 

[00191 ifc, B-AAzy7*yh!7-^*fc« 

4-y9—*y hz-frLxn**-**^*) tv-tzmm 

so t > &*9l5r^ L tff p 7 r ^ 5 'J glflt J: 5 7 



ftBflspio-asvogi 
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3E3— h?~?r Kis*-c*>-5B«:a*p-*-£tt-7- 

±IE^y F7-^7 K^X|5tS¥©J-fEtS* 
[0 0 2 0] tfc, n— A/H!)7*y h !7 — 

7^->? yf-?o^9 bv<nmmzffiz.iz*-y h?- 

*rE*Lfc.*y h^-^T KU^Bt^Hi, ^FIE^— 

i\«F>m% 71=^— "fO* y YV-9T Ku*£$J>9 HJL 
■C, M7-*TKU*a*±EE1t#«(caf*S 



(10) 

-c ±ee*£» (-tets £ in x v * ^ &&mr— ?zm<om 

Tea— h!7— ?T Kv*#, ±EEttt*«KS 

•siit^fti^ ±.Ktti3rW.#iem&mw 

£\ *fctt\ ±El*#«#«!«fcJ:9»J5fcL;fc±E*i* 

— f M7— Ki^t-hE^jET**^— 

/HdSft-rSirttl^ -e»*5'h7-^7h*^ijs^ 
3E3— h V — 97 KU^T?*>a»S:aftli-S«-T- 
y-A'Sr, ±E*y M7-*TKu:*E1»#»fcE1t* 

[002 11 tft, o— T*y h 1 ? — ^Sfcfi 
r i^'>5 y f-^o^O iJOtllttiyS:*? M7- 

30 ^ 7r ^ !) Si© 1 oy±©* ? f 7-^ 7 KU^ 

5 ^FET ^ -fe ^ t 1 — ^SrEiti- ttlET 9 -bx t— ^ 
5t, ^©1^- /MD^fiTE^.—- !f(7>^y h !7 — 

■»a-9-»aasii«»ii*T-e:-rK±Ef»55ife##ft»riJ 

fi8Lfc±E«* , *363t#***3f«©««»-J3-»»K'&ikU 

so *a»ofc»^-iwtt. ^ :I iffl^jiftl&f^s^^f^^■t , . *<om^p< 
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— J^COmiS 5c3— f<D* -y h !7 — 9 7 Y |dS<5V %T 
IE*— iff -TOufcRK-rs i: ifcfc, SlfLt®^ 

9l£Ltfc<£>-?fc3o 

[00 2 2] it, c-*/VzU7^? F7- ?*t{4 
r^->Of-^ro^!) i 9©«MB*r*;tfc*:/ M7- 

97r9~s% ]) ^M<o 1 o« _hco* j/ F7-^T 
TVuSrlEtt*- £^IET * -fc ^ t^— T'/HEtS^SSriS 

*>*bs«4js*i»*f-.* -^«rs« -r a £ , ^oi^^ - 
-t, hp— *r Ku*#-tiEeii*»ic»*s 

•*-i:&t>fc, swutm^-zw^sax-cv^rpiiass 

$teffi&K#L, ±lEJ&9WLtfB«®7 ? - ; 5'£ffl^tlit 
&£ft-C^ftVv!§£\ *t(4, JblEI*-IHt-I§-*Bia«aSJ 

^^-y/wSrSfr-TS i t kid, tO*yh7-^7K 

iSflTU S« Ltm^-^TMifcl^ntilS^jE^.- 
1f*y h7-^7 Kw^lCfc?), ilE^FiEa— f'-r-T' 
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MZ.9A^X\^X. *<DTlET9-texmm i m!£®.&> 

[0 0 2 3] 
*3£9! WHJfi <0»tt triftM l^ttM-T *. 

[0024] bib. 3fcKWc*»a»sa«S' 

^ASr^L-CV^S. fris, *^tw*3VT{±, 4^9 

[0 0 2 5] r<Oiift<>^-7-Af±, ±tLt, ct— 
ilir^!? h !7 — 9 LAN 1 £=P<k £ FV-T^DM 
l£, n— ^/uaiyr^iy M7 — 9 L AN 2 Sr^frfc-*- 
5 K>^f>'DM2*»e)fl|j*$iX-CV5. St, 7r?-> 
5 y SIFX lf4, .B-*^xy7^y h !7 — ^ LAN 

yF7-?LAN2©HUW< (0IJxLtf, IC^S 
$^*»IPSTNSrfe^8Si: LTfflV^^/U— 7"37 

[0 0 2 6] it, ^tl^HrohV'l'yDMl, DM2 
14, /W-^RT1, RT2^U, -YV^-^yM 

[0 0 2 7] iCT?, K^>fVDMl, DM2^f4, W 
•9^TS:^ltfc*-> F!7-^7K^dSfi^5' h 

*SK3t**tT*J«7, •enJCkl?, K^-fyDMl, DM 
2COW5ra-C, /l — ?RT1, RT 2*3iV>r>^— * 
y h INETSr^Lfcr-^eMKtiiS-CtS. 
[00 2 8] St, K^^XDMlCtt, a— ^7/Va:y 
T^y ^7-^'LANl(^iSS^$l^TV^5^'7^'TV^ 
ffi*CLl, CL 2*3j;Ut*-y M7 — ^7r^v"? V & 
IF I bf^$r^-f'5fc:«)(D^-/W 
f— '«*SV l7)5^(te>tvTV>5„ St. 0!lx.{4*, *3 
<D}3<D<D9 747*s hi^^C L 1 , CL2,^?H7- 
40 9 7 7 9 is % V F I 1, *JiU?, ^-yuih-^ffi* 
SV1ICI4, •t^-PixK^-O'DMl (O^y K!7- 9 7 
Ku^lcit©7 Kw-^SrilifeLT^aa^ro^^ F7 

-53.— !ft4, @*(03.-ifi6l;, V^H/J>0^5-YT> 
H4g*CLl, CL 2(0*x KU^SriSifeLT^'S 

[002 9]^|C, K^>< VDM21C(4, u—U/VX- 
V7*y h?-9 LAN 2lZ&M£tiX\,^9 7^7^ 
hiS*CL3, CL4fc'i t/-* y h!7-^77^->5 y 
so ^1F I 2\zn z f-t— iV^j— fxS:fg^-t-5t«><0> — 
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y^SF I 2, *i<fcU\ * -/U1>— /<J§ 
r KU^ICH^COT KU*£ii*§L-Cft-5IS*<7>*;* h 

h#S3fcC L 3, C L A<D-fcX VT KW*5ril;i£ LTft 

[0 0 3 0] *y h!7-^77^->5 UgfF I 

1, FI2J4, a-^/Vxyr^yh^-i'LANl, 

[0 0 3 1] S#l$J;:i4, n-^/uxyr^yF 

y — *LAN1, LAN 2^g?^$ixTV^SS*ffiS:ffl 

TSr^L-CfTPX — ?<D*?<9 t V 14, V^STCP/ 

i ptmrnz h7y^^-hwtiTOei7'D h 

*-e-fo* (v^^S^o h3^-{ - h) iisafflbTff 
fc>iX-5o 013.1*, a^^— ^©f- 9 t K)X\i± 

fir l^-Y -fcQiiff^n h=iyPi: LT SMTP (Simpl 
e Mail Transfer Protocol) 

[0 0 3 2] #3£6fe0!|-(?J4, «^;><-/W4, / — 

/^-/<S*SV1, S V 2 Mv^fcA^ttSaxfc&i;: 

1 Eft $ n 5 wmamm<n&mBmx*mm £ ax 

(OfltdS, tft^ilOK^'fyDMl, DM 2 (w 

znmx-t— /Hi, ^ts^-zi't-^svi, 

TV^5565feT KV^©I4t, ^Jx-^iXGO -< ^DM 
1, DM2(C^$tt-CV^5^s/ M7 — 9T Kl/^^ 
»M4-&tf^lci4, ^cOflr?^— /W4, /P— ?RT 
1, RT2Sr^-LT, — y h I NET \Zx£ Q ffl 

5*1. <<>9-*v h I NET^-^teiUffilBlCt 

u^^om^i V*<< >-fc5VM4** hfcir'KiiHf $ 
ix3„ 

[0 0 3 3] L^dSo-C, tfilxJ*, K^'fVDMlWt 
a: — If 7^P> K> 'f ^DM 2 ^©If > -/P 

14, /<ss*sv i icv^ofc^a^ti, r<z> 

-?RT 1 Sr^-LT-r V^— ^.y h I NETiCj§9ttJ£ 
ft, 4 h I NET^r^L-Ctg^ffllro h'*4 V 

DM 2 —/Hf— /<»5fcS V 2 {CiiHf $ftTg8f£ft 



(12) 
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-So 

[0 0 3 4] {9 74T*Ym3ii$Zrj* 

■^!7^77?->5!)|i) {4, »fi:fcfl*|-<**-/u 
t-/<^svi, SV21C#L-C, aiH*©^— tFjfc 

;*-/WiM-/HJ— /<SSS*sv l, SV2{-^a$ixT 
;*-/Hr-— /<Jjg3fcS V 1 , SV2J;i5*: 
<7>m^-/i-£gff LT, giSS^-if^^rog'Srii^Q 

io filcoV>-CI4, £3^^(£|i8^cF;}X"CV' , <518-?-;> i — /UT K 

[0035] ;:-c, #***Sp«— /H>— /<»5|5SV 
1. SV2ICMU. a— !f JbOS^ -/I'OSttiB 
CDfcfe^jgffi-t-ST'n ha /Hi, V^SPOP (Po 
stOffice Protocol) ft if riSjgffi £ft 

[003 6] TCP/IP, SMTP, POP* 

ifOiifT/ci h=/K *5j:tf, — /KOr- ^TgiC 

•* , 5 r — **3ft*£fcov*-ctt, -^rft-^ft i etf (in 

zo ternet Engineering Task F 
orce) arV^WV*— *y MwH-rsftfffrtSSr* 
irfeTV>5«a^e>^fl$ax-rv>SRFC (R e q u e 
st For Comments) JtCiOltJjl 

-CV5„ ^Jxli, TCP(4RFC 7 9 3, IPIiRFC 
7 9 3, SMTPilRFC8 2 1, ff^-/KD?gS; 

14, RFC822, RFC1341, RFC1 34 2* 

if Xtt^frmM 5 ixx v ^ 5. 

[00 3 7] 13254, hr7 — 9 ~7 y 9 *s% !)^S 
(F I 1, F I 2) »*/j&0!l2:;^UTV^. 
30 [0 0 3 8] PIH^joVT, ^^^$(1^1(4, i <7) 

u 2 »4, ->^^a^jpsc i fr%^-t-& ! ffi®vm-fv ^ =7 

3t4, h?-^77;^5 ygt cif/ita 

[0039] ^^^-7-5(4, m&<r>mutvmmmvit: 
7J4, ic^y h7-^77^->? ysesr&fe-rsfc 
[0040] m^tm^rim 8 »4, intf ^znwtmffi 

-TStttl-, ^?^■{kJE^i$axTv^5HtW«Sr7cro^ii^fS 
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[0 04 1] >f)\>—-7 3 7 r 9 *y X V *fA lOli, 9 

Ail (v. 2 l^-^A) N *sj:v, *3t> {-Ultimo 

<o t <Q-fzitit><omm*r7 ! J*mfe (v. 1 7*7^, 

V. 3 4*7^, V. 2 9tfA, V. 27tertf 
Aft if) SrH^-CV^^,, 

*Nt*MB*rlll*.-C^5. 

[0043] n— #/V;cy 7*5/ M7 — 94^9 — 7 * 
— xHJSSl 2fi, rco^y H7-^7r 9 IJ3£S& 
a— #/Wny T*y hV — 9\z&ffitZ1z#><Dh<D-r?b 

— jj/v=cy T*y h7 — 9*3£Tf'(>9—*iy hSrtf-L 

t, m<n^-9t&3£mwtt<Dm-em*<D7*- 9 t 

£ UtT-f 5 «> <£> T 5 „ 
[0 0 4 4] mbO, v-^^A^iJpgpi , v'XfA^ 

fftS»&B9, ^-/3 77?>'5yt7A10 > 38 

mmWUl 3I±, ftSB^* 1 4fCg^$iXT*3!5, riX 

gp^x 1 4 £:^LTfT:btvCV'>5 0 
[0 0 4 5] MMttSltl lt^-7"3 77? 

y ^7A 1 0 b<Dffl<D7*— 9<D J $"0 t 914, ttgEff 

[0 0 4 6] $T, *y M7 — ^77 9 > 5 VStF I 
1, F I 2tt* g«bfc®^^-/U/i5m^iC<0^ig 

[0 0 4 7] n?*— /v&fflv^-C, *yH7- 

9 y 7 9 *s% V ^fiF I 1 , F I 2{£*tU 'jk&fflP S 
TNi:S^Sllit//W-7 , 377^v'5 U 3£«~<£>@itt 

(a) f£^-f „ 

[0 0 4 8] «*-*-/W4, ^s^ti?^* 

B^flf^lSr-fes' TDatej 7-f-ywK, 

TMessage-IDj y J—JV K. 38ff#£:S^t" 
&tzlb<n TFromj 7^-/UK, $S5fcT KUX^ 

•rsfc^ro ttoj 7-f-/uK, tsiTj?, *:>t£>^s/«£ 

if£S^1"5fc£>lc:fflV>fbix.5 TSubjectJ 7-* 
-A- KJS*€>fc5. 
[0 0 4 9] fcfc'U ^ fSubjectJ 7 
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sg^fc^to-r^s trelayj 'pm^9c<Dm 

[0 0 5 0] Sfc, «-T-^-/KO*S:flMIH:. afcfcWl- 
(4, 7 try h=-K<oi^ra$8^&rmtf&ib&v^^ 

5 I^-n M I ME (Mu ltipurpose Inte 
rnet Mail Extensions fl 6*J p< 
—M ; R F C 1 3 4 1 , RFC1 34 2) Mttftin 

[oo5il tto^ z<d&s-<d^ y^ltUCtt, - 
<©*X**^MIMEJUS:-efc5r.i:Sr^-f-5 I'm I 
ME — V e r s i o nj y J—)V K ( r. W'fitfi, T l . 
Oj H£) ^iiin**t, \H®cd&-%- 
-fk^^SrS^i-^fcfeCO TContent-Trans 
fer-Encod ingj 7-f-^K ( r. 0$§^-«\ 

Tb a s e 6 4J »-JHfc*SC«M!fefflL-CV*3 £ i: «:* 
«) , *JJ:t5, ■IftttSrb a s e 6 4»#ffc«ftJfc:f£o 

■CW*<bbfc*OMiMEflMli»feja:a. 
[0 0 5 2] Lfc^oT. m^^-^Sr^f Lfc^y h 
!7-^77^->5y8tli, "ty^HMR® rsub j e 
c tj y * — ;v KOfltSrW^ **1S Trelayj 

fl!f*<OiiiW«S:, rsub j e c tj 7>f— /l^Klc-S-* 
[0 0 5 3] *rLT. Smbfc«^-^-/WiiSti«tei^tfc 

[00 5 4] — 03 ( a ) CO J: 5 IC, r S u b j e 
c tj /V-KlCffiB-rSiB^S TRELAYJ , tf 

[0 0 5 5] #Hi601J-eH. IHJH"(b) 

rsubjeetj 7^-/l-Kl:Ett5i« 

[0 0 5 6] LLjSot, ' CO^-g-f'li, !T->-/U$r 
S«Lfc*y VV-9yy9 v-5 y SSBtt, 

Ts u b j e c t J 7 ^c— /W KOfflL^SS^ fg^ffi 
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[0 0 5 7] Lt> fSubj ectj 7^ — )V KO 
1-1-5. 

[0058) ifttcfct), ^ie=^— ■fizi.ZT^te'pm 

mm&mw}ti?z8t®i-f z ^ t 5. 

[0 0 5 9J *HiS^J-?li, Bf-5§-MSt LT, 3 

#MS£H*t1-5. 

[00601 r^-a-fc, m^-^Srgff LfcggW* 

1% 

[0 0 6 1] -/i-^S«-r 5 £ (WW loifflg 

*A*YES) , FSubjectJ 7 

4 —/V KWrtJgSrDB^-C, — /K^fKSJSr^J^i" -5 

(i&110 2) , rsubj ec tj H 
TRELAYj ^*nT*JP,-f, **BH£<f#tBcD 

/v-Cftv^-g-tcfi (flBri0 3C^*ii5N 
O) , ^cDi#l£S«Lfc«T-;*-/Mc#lSLfcMSS: 
*fftT (MS 10 4) , rcDi!)f^Sri^T-t-5o 
[0 0 6 2] *fc, rsubjectj 7^ — KIC, 
TRELAYJ tfS-£**vC^-C, f>*ti£flM&«0> 
/Vt?fc5»-a-lCI4 (¥U»rl 0 3(DifemdSYE 
S) . -etf>£#fiSff L-fcArF;*— /WO TFromJ 7 

X^ZfrZofr&to^ (MS 10 5) , SSik;**LTV^ 
4§£-ia4 0PM 1 0 6(Di^mii5YES) . A>T 

-To 

[00 6 3] Lt, rSubj ectj 7^ —/V Y<T> 
mV<DWA<D7 : -#* 1 fr<0\ti\.X (MSI 0 7) , t<7> 

f*Sr*§5 (MSI 08) t 

[00 6 4] r ©«-§-MS-CiS^]tc5E^#-^*5J:t55E5fe 
^^Sr#fc»-^lctt Hflffl 0 9©^5YES) , * 

SrMIMEiSS^LT^figLfcOStf^^^ft-rs, 7 7 
^ 5 y «f*iSfllftua (MS 1 10) £H*tLT, q>«K 

[0 0 6 5] -ErcOt #td^ff Lfcfl;^p<— /KO 



(14) 

r F r o mj 7^-/UKO^-/U7 K 
tefcii:** ^MST^K^S^fciU^Sfcifclfc 

[0 0 6 6] rcD«fc 5 KL-C, *H5S^|T?fi v S>P>*»C 

r\z&&£rLitw®mmnzmmvx. rsub 

j e c tj KroBS^k$nfc^#S:«-§-MS 
u b j e c tj 7^- /wK(ciSa-T'5 c f«ll553t#-§-*J«J; 
[006 7] ^Jlti^ folb^C*S»$il^3-— ir 5 

jei^co^fje^.— 9*14, reads' hy— ?7r^i/? yas 

[0 0 6 8] fr*J, iixELtHJt^J-Ctt, JoOfcOOa. 

Zfi^fMO*? hU — 9-7T ^'>5 !)ila(co^^ 
T, loOSS«&ft$8&^:£U !f{4, ^rtDffi 

««i^#Sr5S«L-C, ^f^»S}««lit-§-^-eilf-^MS 

•tzz.Hz.-tzz.thxzz. 
[0 0 6 9] tz*>x, HS^S:f4, ^oipt, ± 

^ttxiz. 9§^wx-teM®mm&*mmvxfiin&m 
^tb, m-f§rwx\L 4tmmtfmt:mmvx98^k£fr 

[oo7o] ^mmmx. ^(o^mmm^^mm-r 

U l3 7{^-r± p^ftf^Srff 5 J: 5ic-t-5i <fcv\, 
40 [00 7 1] -t-Tifet,, wC0^ N l?^-/u?r§^t 
•5t (W»f2 0 1O^YES) , -Srcoa^-^— /UO 
T S u b j e c t J 7 — A- K^rtSSrH^-C, 

(MS 2 0 2) „ fSubjec 
tj 7^-/UK!:, Jt^ffi TRELAYJ 

2 0 3<D^«dSNO) , t<Dt ttcS^Lfcfl:^^-^ 
JC^LfeMSSr^ffLT (MS2 04) , rrol&f^Sr 

[00 7 2] Sfc, rsub j e c tj /I'KJd, 
so ft^ffi TRELAYJ dS^*nTV^-C, 4"«li§ft^|g<^ 
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S) , Z<Dt I, fcm^-/K£> TFromJ 7 

a-s-t-i* mm 2 o eofe&tfYEs) , /ur 

"To 

[0 0 7 3] -t L~C\ fSubjectJ 
?S9<Z>g&#0>x-*£&»}mL-C (#i3S2 0 7) , ^<E> 

f*£r'#5 (MI2 0 8). 

2>fr$:Wzm'£ia* (flj»f2 0 9Wi^**SYES) , * 

y^m^IMa 1 0) SrUfT Lt, cp* 

[0 0 7 5] *0>J:*fcaflrL;/tWy-*— /W> 

TFromJ 7 4 — /V K©^ — /UT K I^riS^M^? 1 — 
://M;i&&£ftTWj;vvi&^¥iJ»r2 0 6 co^m^NO 

*#Swi:z5S-Ct/j:/4>ofc»^-e*iJ»r2 0 9<D^ASN 
[0 0 7 6] rwipttt, #£Ufc0U-ejA, fc&^C 

ab'a.— !f \z&&ztifz'jtmmffi nzmm l-c, r s u b 
j e c tj 7^-/wKroBt#<t:$4xfci*asra#*a.s 

t, rsub j ec tj 7>f-/uKl:Eit5't I i5S5t 
[0 0 7 7] ^ixtcfc 9, fcP>*>CfeSSSttfc^.— IP 

*-y vy-?<nwg$:nm^fto 5 left 

5. 

[0 0 7 8] w©^BH«**3Sr5STtt, _ha£Lfc 

*tfc*«a»ej7c©sFS:ottf*4:#5©-e. Shrift 

±3* L fc J: 5 ^ BR if — ?7w±£3l t ft 5 „ 
[0 0 7 9] tr^T, -higLfcHi(i0iJ-C(i, BjHHfc* 
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0ijx.li, ^FjE^-— A>T Ki'-XSr* 

[0080] A^zmm&m&x-z z a 

[0 0 8 1] -r&fc^ a^S^ig^Ofc^TLT, * 

fctissfj , r (j , r^c^ijj , o j irv^aa; 

[0 0 8 2] Z<Dm^. fc^*— ^SrSfSLfcBStf)* 

-r. 

[0 0 8 3] S^-ywSrgfrrs £ (*iM3 0l(OSg 

;£;JSYE S) % -trom-T-^— /KO fSubjectJ 7 

20 (43:383 02). TSubjectJ 7-f— /U Kl- X 

TRELAYj ^^iXtfcfj-f, ^^flftSSO 
/U-CJfcV^-g-^tt (*IJWf3 0 3W^m* 5 N 
O) , ^ (O t # I^Stl Lfctf ^ -/H;»f£: LfcfelS: 
HfTL-C (M33 0 4) , rroiftf^Sr^Ti-S. 
[0 0 8 4] rsubjectj 7^f— /V K»C, 

Jt^iS trelayj #£-**vcv*-c, ^HiiHtftffio 
a^^-zv-Cfc^^Jcti (*)j»f3 o 3rog*iSYE 

S) , ^r^t #(C§ffLfc«^-^-/KO TFromJ 7 

so -o^a^sa^wi^ (^as3 0 5) , s»$^^Tv^s 

♦d-lztt (W»r3 0 6 YES) , A>T 

[008 5] LT, ^Sub j ec tj 7-f — KcO 
SOwai^^f- ^Sr5t»)tlib-C (40,33 0 7) % ^(75 

(*aS3 0 8) . 

[0086] w0>«»*aaasarajtei*TL-c, w»f3o 

p^SrH^a (4&S3 10) , 

[0 0 8 7] *Wt*»cBli)ffiLfcfJM&S5fe»-g-aJ. m 

fciiii1?ffiSr2im-f 5, 7 r ^ -> t 9 'Pm&fftUM (MM 
3 12) SrHfTL-C, *«26««if^fcfi'5. 
[0 0 8 8] ■t<Oi*|cafl|Lfc« ; f->-/i'© 
so fFromJ 7 -f — /W KO> — /U7" KU^i 5 8€Sf- 
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7Mc&m £ ilT V *W&-CWfi 3 0 6 (Dfe%;fr N O 
ta^£ft/^ofc$&^T-Wr3 0 9 <£>£S*;4 J N 
3£ro*SHMiraK-SfcLfc^^^HWr3 1 l^ssm 

[008 9] El 9 12, ?M8W«)tt(OHJfcWR:i»36>5m-T- 

[0 0 9 01 ^SrfiflT-f St (*Wr4 0 l 

f^YES) , troff^- /HO TS u b j e c t J 7 

(&yi4 02) . rsubjectj y^—/v kic, m 
T^m trelayj ^*nx*3p>-r', ^ai^ftfife^o 

ttt—sl'-Vte^m&lZ.ti (*JWf4 0 3<0^**SN 
O) , ^(Ot#lcS'(tLfcm^^-/Hc^Lfc«! ! aS: 
UtTL-C (M4 0 4) , rcoibf^Sr^T-rSo 

[00 9 1| it, TSubjectJ 7>f — >\* KIC 
fg*f§ TRELAYj /JS-g-iiX-C^-C, ^Slft 
m^-^-^-Cfca^-a-l-li (*l«4 0 3<Dig*#YE 
S) , ^(cS-fWL-7tlS^^— ^co TFromJ y 

-CV*5jfl»^3avfrll'< (iI4 0 5) , g»£*tT^5 
m&Ki± (ffj»f4 0 6<Digm^YE S) . -troy— /W7 

[0 0 9 2] -t L"C, fSubj ectj 7-f-/VKO 
» 9 *«r8t 9 BiL-C ($0-314 0 7) , t<D 

f-^Cov^t, &BMMMft«r&ffl LfcM^roBf-f-ro^ 

(M4 0 8) . 
[0 0 9 3] ^<D'& J %®Mtm , ®\Z.fc7 Lt, WW 4 0 
9»ig*^YESIC7i5i tJCtt, -?rtf>i#tc&«9 fflL 

p^SrtW-^a (&S4 1 0) „ 
[0 0 9 4] ^co£#l£&9!ilL/t*if8955fc#-^a s , 9f 
S©lS#t#»i:-S Lfci^-C, W4 l i£>i£S 

t, ffl;^p<-/KO^:^a*MIMEi2^1ftLT^L 

4 12) £3I*tL-C. +«iS«»fls**T5. 

[0 0 9 5] -frroitldgft Lfcrn^-^-zKO 

TFromJ y 4 — >V Y <T> * — >\<T V \s ?*ftW&iWr — 

icft5£:#Kl2, ^y-ffi&tLX r&ftLj £ffc#L 

(S!H4 13), mtir&mxmmzfaftm^tizxffe.ft 

^NOlC/£5i^lCI2, x7-M«tLr rm=-y 
-j £{£#L (M4 1 4) , %<nbZ\Z-W.K)& t L.tiq> 
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ttf 4 1 lro^aSNO^ftSir^tcte, ^7— it«i:L 
■c rmiS#^7-j £<S#L (»14 15) , Bio 

- hrom^-A<£ffr5fcL (fig4 l 6) , *<DW.?* 
-/W-£rW3#K&ffi LT (M4 17) , rof&fefcjfc 

[0 0 9 6] Z<D£o\Cl,X. *m&&lX-te. ^FjE&T 

[0 0 9 7] ft*S, r CD f2, <gm&<0*— ^7 K 
<. 

20 [o 0 9 8] mi l&£Xfmi 2 {2, ;£3893<£>£ 

[0 0 9 9] ^M-A-&gfH-5 t ffl»5 0 1(D)g 
I«SYES) , -tWli^y — /KE> Ts u b j e c t J 7 

(*&3 502). fSubjectJ 7-f — A> Kt, Jt 
*f§ TRELAYJ riS-£4*VC*iP>1\ ^«l^tft*ro 

«^-y-^-e^v^-^(c:i2 (fUMfs o 3<biHf*!Ssn 

so UltU-C (*aS5 0 4) , 

[0 10 0] Ts u b j e c t J KlC, 

trelayj ^*j^Tv^T. ^«t3^ite«ro 
w.Tt-^x-frzm'&iai mvsr5 o 3<D^t>iYE 

S) , ^r<Dt#{cSftLfca^-y — /U© TFromJ 7 
^— /w Kro^— /V7 Ku^MiSf- ^/H^S»*ix 
-CV«5d»if 5 *15 0 5) . ^S^tt-cv^ 
»-&lc(2 fflWr5 0 6©ig*ii5YES) , *:<n*-ivT 

r. 

40 [0101]-?: LT, rsubjectj 7^ — /V Y<D 

m'o<o&ftco ; T-9$:my)tiiL.x mm5 0 7) , *<d 

r-^l;o^T, ^@Bem#SriSffl bfc^OBt^-roa 
fa&'&Z (5aS5 0 8) . 

[0102] zn'&^&mdmmzi&Tvx. wmso 

9ro^md5YESlC^St#(Cf2. -erot tlC^tJttlL. 
^^SrPJ^S 1 0) „ 

[0 10 3] *<Dt #(w®i3tilLfc^m955t#-^i4 5 . 3f 
5o ^ro«ISS^^lc-aLfc4i-g'-C, *ij»r5 i lroi^m 
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5 12) Srl^ff t-C, «M»Sfl»bf1s*:fT3. 
[0 10 4] */t, Z<Db%\^%\^tz.m=f-*-Jl'<0 
TFromJ 7 w — A' Y<D* — /V7 K I'Xa^Bflft-r — 

^'/^l^s@*^^TV^^v^#-a••c ! |5|J»r5 o 6co^*^no 

13), a-§-«ia-C3l«J(::955fe#-^-*5J:o:555fe 

/5SNOlc&5i:#ia;fc, 3i9-W«tbr IW-^ 
-J £«ffL (&3S5 14) , *r<oi tMcBi'JttJUfc'f 

K5 1 l<Dt£MtfNO\z.f£ZbZ\c^ mnt\. 

x tmMm^y— j oass 15) , 010 

- h©«r- *£rm£-f3 (M5 16) , 
[0105] &v^-e, «s#»-*fLTii;^^— /w-c^7 

- h Srii^q-t-S J: 5 iz&fe£HX\^?>frk* 5 A^Sr 
SS-< (W»f5 17), <g3S#lC*J-L-C^r?^-/l'-?^7 

»f5 1 7»WYE S»c^5i^t-I±, »15 1 61? 

518) , zcom.+t—fr&'gm&^mm-rz »i5 

1 9) . 

[0106] #cic, flft»LT7r yiSff-e 
(W»f5 2o) , mmm^ttisX-yT y 

flj»f5 2 OK>ife*^YESlc:7i5i:#fcl|i, *& 
15 1 6-?f|£J*UfcnK— hcD*3t7*— ^5r^-f2>7 
r ? v-5 yBHf*lc«*b (M5 2 1) , *>P>^C«> 

is H 'JBi««S:iS«-rs (M5 2 2) . 
[0 10 7] ^Ibld, 3:9— h«r8E»tti*i-5 £ 
SKKSSft-CV^a^S^SrW'* (¥ij»r5 2 3) , a 

t?, ifyjWf 5 2 3jg*riSYE SJCftS^tKli, M151 

^Jc**b (M5 2 4) , ^ropHfc&T'n -y* 6 <£ t> 
lE»lil*-*-5 (&35 2 5). 

[0 10 8] rroj^tcL-c, #Hifc0y-ei*, ^lE&T 

Tf-kWf'VS. *fctt, jE«3— «f(c:*t-f 



5? 

[0 10 9] ft*3, d^-S^ti, flfO^/U7K 

*j it/, 7 r ? > ? y mis#-§-i4, 

[0 1 1 0] Hi 3*J.fctfBl 4 {4, 

[0 111] t^-^tS«tSi (JRIW6 0 l<©i»S 
, -troa^-^r - ^^ rSubjectJ 7 

(jlD.1 602). rSubj ectj — /U KiC, 

trelayj ^**L-c43e>r> +«as«tfe«i«) 

A^t*«v^»*Klt (WW 6 o srolfeXiPN 
O) , *<&£Slc3«Lfc«^*— /Wc#JfcLfc»Ja«: 
HfTLT (M6 0 4) , rcoSbf^Sr)^7i-5. 
[0112] rSubjectJ 7>f- /V Ktd, 

m^is trelayj as-asax-c^-r, **K5flr<faimo 

S) , -tot t(-S<f Lfc«^-^— /KO TFromJ 7 
X^KfrZbfr-kW*- (J516 0 5) , iftSiltV^ 

m&Ki* V¥M6 o 6io*wiiasYEs) , ^wy-zvr 

[0113] -e LT, JSubj ectj 7-f — K<7> 
J» t> (OSS^O-r— ^Sr5t"9tilLT (S516 0 7) , ^CO 

ffc£r#5 (M16 0 8). 
[0 114] Cloa^a^iS^tCi^TL-C, *JWf6 0 
9©**««YESKJiC5i:#lCli, t # 9 ffl U 

5* i *fl'<5 (*aae io). 

[0 115] *Ofc*J=«l9aLfc«f«ja5lfc#-)|-^, Sf 

6 12) ^UtTbT, ^^Ilbf^4rtT5. 
[0 116] -tfiO i # tSfl Lfcm^-^ 

TFromJ 7 ^ — K<0^ — JVT K u^MBSr- 

mm 6 13), «#»a-e»sofcj6$te#-&43.fctf5B$fc 
-j (ttie i 4) , j tff>ti\znvmi'itf 
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Rfr6 1 l<Z>«*jS«NOfctt5i:*fcli, ^7— L 
"C r^|S#-§-i7-J (fel6 1 5) , ^Ot 

16) „ ^ 
[0117] &v*-c, ia i 6 \^-r ± 5 i-, ^jEft^iia 

Xf^lETm^m&t t tic, Wa#i-ii*P-f-5 V^- 
h<0*S:7 f -^5:f^)*-r'5 *16 17). 
[0 1 18] ifcV^ ^a^tc^tLT^^— ^t?3i7 

W'« (*J*f6 18), fItl:»LTSf^--'l/-CX7 

W6 1 8tD!K*^YESI-^^i:#iC|4 % #«g6 17t 

6 19), -?rcr)m^-^-^SrW3S#l-^fi-5 (&3S6 

2 0) „ 

[oii9i fiti^LT7r^->5 yasflr-e 
^7—U7ji- h&mtn-fZJ: o\z.Wt&ZftX\<^Z>fr}£? 

ffli8 2i) , flft#Lt7r?->U 
£<i -?^7- u#— b *a*p-r5 4. 0 \z.wl-&z*ix^z 
a-a-e, w»r 6 2 1 y e s i^* 5 1 # icii, & 

3 6 1 7-e^LfcWJK— hro^T*— ^4-^jc£;i-5 7 
Tt'sX yHltat-^jftb (i!116 2 2) , fcPj^C* 

y Bit «*ias«-rs uaae 23). 
[0120] h*e»m*-rsj: 

9— h ffeC«kia*-*-5 ± 5 Stress #fr 
2fJ»r6 2 4©*&*#YESK&-5i:ti;:tt:, jtO.16 

1 7-e^bfcu^- ho**?*— ^twj&i-awtfcf* 

L (M16 2 5) , -t<Z>jIHfcS::/n 6 4: 
9l2»ta^-T5 (#LS6 2 6). 

[0121] rcoi5{-b-c, *5IJfe0iJ-eii, ^ie&t 

ft, Sfctt, u*— hBffcSraE*U*-r5ii-CiS*lL 
[0 12 2] £43. ^©»£-»C|4, ffa*0>y-^T K 



[0 12 3] tr^« -ta£Lfci§{f*$/ hV-^tC 
14, SjSro^? H7-^7ri">^Mmiit, 

-tiH-eix©* 2/ H7-^7r?->? y^a-c, jfjet* 

$ ftfc Sr fc t>-f nK- h fc^S^fl-m^i-S i 5 (c 

[0 12 4] -tOfcftfc, i-f, aft^S/ h!7-^(C-g- 
ift-Sa&O^y h!7-^7r^V? !)MO^-^T 

tc, ^j- h?-^7r^->5 J7 K^f-^HclS 

h7-^77^V5 ySSI-^UTa^^-zW-CiS^-t- 
5 4 oiZ-TZk 4V\, 

[0125] 018, 019, fcitf, 0 2 0(4, 

[0126] -^SrSmi-S £ (WW 701«g 

^SYE S) , ^z<D^-^—fV<D Ts u b j e c t J 7 

(j&m 7 0 2), 

[0127] rsubjectj 7^ — >v KlC, ^w-Ws 

TRELAYJ ^MtlX^X, 
-/VTS>5»-e-^i4 (fl»f7 0 3roig*i5YES) , * 
©i ^{CSftUfca^f-^— /vro TFromJ 

30 ifp^trsa^ (117 0 5) , a»$*vT^.5i§£-(-f4 
(*J»r7 0 6(Dif$m^YE S) , Z<D>l— ;VT KW^lC 

[0128] -t LT, fSubj ectj 7^ — Ktf> 

tbUT (M7 0 7) , ^(D 

#Sr»5 (IS 7 0 8). 
[0 12 9] w©aCHW!Ua*Sii«IliJ*TU-C. *l»r7 0 

9Wig*^ YE Slc/£-5 4:#(;i4, ^Ot^lCgtiJtiiL 

p^Sr^S (13 7 10), 

[0130] ztokzizmvmLtc^mfafr&^K m 
m<z>mM&^-#mc-&;Ltzm&X'. nm7 1 ioie* 

■C, lW-;no*3t(f«S:M IMEf MLtMt 

fcistf«*^fti-5, yr^'y^vpmmm^m mm 

7 12) &H*tLT, «Pi«i36«»^Srfr5. 
[0 13 1] -tot #(cSftLrc«?-p<-/KO 

TFromJ 7^-;UK©^-;l'7 K>^i ! ^8f- 
=0 ^/KCS&^H-C^^V^^T-WKt? 0 6«Di^m^NO 
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(AO'S 7 13), «-§-«ia-CiiS§]^555t-#-^t3J;t555^ 

— J £<*#L (M7 1 4) , ^<Dt Z\z®.<0 WLfct 

Ir7 1 lWiSmrts NO lettable li, x?- f**J:L 
T riMSffx7-J Sr##-f 5 (M7 15) „ 
[0 13 2] j«fcV^-T\ ^r^i: tcOi^ffTE^-— tfw^— ^ 

3— ■v&m%i-rz>n i f-*—^*<fej8.-tz> (Ma 71 

6) o ^r-e, z<n*iET?-tx=L— tf&iifcrr-sm^- 

^ — /M-li, Tsubjectj 7-f — /U Kii r E R R 
OR REPORTJ Sr^, &Xf*— *t£J4, |§*f9 
'[Illegal u s e r ] J ^FIET^-fe^^. 

— f<D*—/uT Kw-^Ea^ns. iot> m^-/- — 

A-SrSff LT, -t<0 r s u b j e c t J 7 J— /W Kl- 
TERROR REPORTJ ^EUtltV^ti, 

[0 13 3] ^L-C, ^©ffofcLfcVf-* — /1- Sr. 

5^TO^-;V7 Ku^l^tt^IL (A0-S7 1 

7) „ ^r^^toi^ftTc^-— ?<r>*— jvt h'u 

^*Mffi"5 (&3 7 18). 
[0 13 4] ±3fcfclflMH^ ^Xte'frttttMaiflr 

?-lr*lE]&±:i:fctw, ^a^lnilfcJ-f-S h<D*X 
f—fZifetfL-tZ (M7 19) „ 30 
[0 13 5] #c^-<?, <£S#t:i*f LT«^— /Pt?3i7 

SI'* (fli7 2 0) , WS#tC^LTIl^^-/W-e^7 

M7 1 8©^m^YESIc/£5i:#l-l4, M7 17t? 

7 2 1) , *(D«^F^-/v-Sr«S#(c:^I-t-5 (M7 
2 2) . 

[0 13 6] W:, f!tlc»LT7r^v'5!)Hi? 
017— i-sK— H£ii*p-r-5.fc 5J-f9:;££;h<Tl'>5;0>i:*? <o 
/J^SS^ (¥U»r7 2 3) , Lt7r V 

*lj*r7 2 3K)igm>i5YE SlC^5i#»-li, & 
17 1 h<r>*.X7 : —?*1$fcirZ>7 
Tt's^ ySitSaiC^glL (MS7 2 4) , «>e>0>&X> 

y BflHB«:i36«-*-5 WI7 2 5). 
[0 13 7] $Pjtd, — UJl«-hSria»a*i-5J: 
5fcRJt*;h/CVSa»£5a»**l'< (*)J»r 7 2 6) . a: 
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t?» *J»r7 2 6 CDi&*;4S YE SKfcSJ: tlCf*, M7 
-*t-£&L (M17 2 7) , *<DpM»&7 r n V 9 6 i 

oteam^-ra (*as7 2 8). 

[0 13 8] TSu b j e c tj 7-f-/l/Kl:, 

ffi^R TRELAYj «i**n-C*Jt>-f, f'UKSftttSl 
O*^^— A'T?*V»»^Kr± ffli7 0 3 N 
O) , gff LfcSiM — /K£> fSubj ec tj 7-f- 

/wki- terror reportj ^EB^ttrvs 

[0139] Lfc*?* — >V<T> TSubjectJ 

-74— >vy\z. terror reportj ^gB8$ix 

"CV^S*d-C, WW7 3 0Oi»*iSYEStCJSi5t*t 
tt, gff Lfcm^— /U0*S:A»b5FjET^-fe^3.— if 
©^-^TK^SrSmWLt (J617 3 1) , 

O IC^S 4: # KWt, ^r<75 1 1 (egff Ufcftf * -/He** 
^LfcMaSrUff LT *17 3 3) , rcD«jf£5rji$T 
■f 5. 

[0 14 0] i^LfcieieiJtll, ^FjE&T 

^FIET ^ -fe ^ 0^5— femk ±\ct£ o X V^ 5 ■=<-— If A> t> 
[0 14 1] /wSrSftb 

2 2, 02 3, *5it5, 0 2 4lC^-r o 

[0 14 21 t^-^trSWttSi: Wm8 0l<Dj& 

*iSYES) , TFromj — 

5) giiieftcTV^^FIE^-— !f-efc 
S^ifp^SrSI^S (WWT8 0 2) . «^-^-/KD Tf 
romj 7^-/1' K^-fcy h $ixTV^5=-— If T KW'^ 
/55?FIE^— ifcOtO-CfoSli-a-e, W»f8 0 2(Oi^m^ 
YES(^£5tfWi, ±iELfc^FjET^-fe^ii*g^ — 

ffL *18 0 3) , *<Dt *oaH§5c3.— »F<753.— tf 

(&38 0 4) , -roEif^Sri^Ti-'5. 

[0 14 3] *fc, fl;^^— /K^» TF r omj 
hlZ±-y h StvTV^a.— !fT Kl^tf^jEa-— iPOfe 
©-ei4ftV>*i-g-t?, ^J»r8 0 2(Di^m^NO(Cft5 t # 
|C(4, ^(Ofl;^^— /-WCO Ts u b j e c t J 74— /V K 

0 5) . 

[0144] ISubjectJ 7^ — jV K(C, Jf^ffi 

trelayj As-^*ixTv^T, ^iSj^ftteffitoa^pt 
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-^xhzm&iai (w» 8 o 6 commas YE S) % * 

»i! #l-'Sff L/cm^^-^K73 TFromJ 7 -< —/V K 

if5a»«rW'< (M8 o 7) , gmztix^^zm^a-i 

(^JWf8 0 8»ie**SYE s) , to^-/t'rK^i: 

[0145] -t LT, TSubjectJ 7^ —A- 
f&QcD&ftayT-f&WOttiLX (M8 0 9) , *<D 

fo&'&z mm.8 i o) „ 

[0 14 61 ^<&ffl*&S#»«fw|&TL-C\ *IJ#f8 1 
5*»«rW'<a («H18 12) „ 

[0 14 7] *©£#fcfc9tflbfc«t'a!j&$fc#-»#, Sf 

3£o«e**»3mc-ftbfc»d-^ wins i 3^fe* 
/tw«««ra6flN-s, 7 r * ^ s y *«««*hs (toa 

8 15) SrHtTLT. **HSft»fls*fT 5 . 
[0 14 8] ^©itlJiSEd bfcm^^-^O 

TF r omj /VK©^- Kl^a*®**^— 

yMc&mztix^^^m&xwms o swwno 

(«&a8 i6), «-wwa-«n»icja5is#»a3j:t«a3fe 
*»*#$wfc#-esfca»ofc«^-c*i»r8 1 

-J £r»#b {turns 17) , *Oi*K»9ULt«f 

»r8 1 3<BH£**tNOK:&&&#l£|2. flMSi L 

T r«fS##ai7-J Sr«fiFi-5 (MS 8 18). 
[0 14 9] #cv>r\ *:(Dt%<Dm^jt=>-—*f<n*—J\> 

£iIfcrt-5fl;iM-/v£:m£-t-5 (fel8 2 0), 
[0 15 0] *rbr, *©ffr*Ut*f-p«— *y 
hl7 — ^7r y T KU^f- 7*/H£S»£*vrv* 

5^t©^-/v7 ku*£# brans L WI8 2 

1) , #CV^r% -tWitro^fTC^-— f<Dt — ;U7 Kl" 
*{iS-3^T, Jiigt^^^IET^-fe^T 1 — kurort 
**3EIH-5 (M8 2 2) s 

[0 15 1] ifclw, ±«iRI*|z, ^iE&'f'tKttftKSfll 

f*— **fft*-*-5 (&S8 2 3) . 

[0152] <&v*r\ ^a^ici^rbrm^^-^r^^ 
na^ (wwr8 2 4) . i=a#K.*tbr^M— A-r^? 

8r8 2 4C0^*jJ5YE SJCfc-Si: tlai, J!il8 2 3T? 



(20) 

8 2 5) , *<om^-7«-/ut»a#ici36fii-r5 wis 

2 6) „ 

[0153] acir, fitWLt77^->'5 y iSflIt? 

7 - Utii— h £iI*Q-f 5 <fc 0 KWLfe £ tit V ^ & frf o 
j^StS** CWW8 2 7) . fltt:*fLT7 7^->5y 
i^fSr^ 7 - U/K- h Srafcrf 5 i 5 KRJt $ ixx v * -5 
*JW8 2 7<Bltt*a*YESfcfca£*lCtt:, & 
38 2 3fMLfc^~ hO^X^-^SrMf&i-S^ 

io x**>5 Haas 2 8) » *>e>a»c«> 

ya*«sra6flrr* (%es 29) . 

[0 15 4] Sfofc, at^-UsK-hSrWWiyj-rSJ: 
5»c|2:^Snrv>-5^if9^Sr^'< (4)JW8 3 0) , ^ 

r, «W8 3 0©tt*a*YES left M18 

-^l-^ftb (M8 3 1) , -tOSHftSr^ny* 6 £ 

9 8Efttttf7-*-5 (MS 8 3 2) 0 

20 [0155] tfc, fSubjectJ 7-f — JV KK, 

m^m trelayj a»**ix-c*6-r» 'MKSflMSW 

O) , Sfl bfc^jM — A-GD FSubjectJ 7^- 

a-k»c terror reportj /5*gBS£*vrv>3 

A^^^ftP^S (W8 3 5) . 
[0156] Sftbfc®^-^ — fVOy rsubj e c t J 

74—)\>Y\z. terror reportj ^iBB^tt 
rV^-5#-^r, ^JBf8 3 6<Z>*g*aSYE s\z.tz% t ziz. 

i±, sfSbfc*^-^— /Ko*3rA»e>?FjEr^-fe^3.— «f 

30 co^— /V7 KU^SrSl?) Wbr (ft!8 3 7) , ^©^ 
—jvt Kw-^riiEbTt^FjET^-fe^-T 1 — 7*/U^r5S3&fb 
r, rroftf^Sr^T-TS, *lj»f8 3 60ii$**5N 

O ic&5 t # fcfi, l-gffl- bfc«^^ -/Hc*J- 

JEbfc«!«Sr3*fTL-C (fiLSS 3 8) , c coftf^Sr^T 

[0 15 7] ^*J, ±xfibfcH«i0i|r{i x ^FiET^t^ 
7-— 7*/H^ N ^FjET^-fe^Srbfc^-— !fC0p<— /WT Kw 

«o JfMET^-fc^fcbfc^-— - !fco>— /P7 Ku^t7 

[0 15 8] 

It^SriSfflbr, nt-^fk$ixfcff^Sr«^Kiab, ^ 

?55feW#^*#rv>5©r, fcp>a>c£>g&£ftfc3-— 

3o ifa^-ro^F iEa.— fit, - yH7-^7r^->5!) 
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[0159] *fc > ^\itsfrizfan<D'&^>)!mt>m® 

•So 

[0 16 0] *fc\ ^FiE7iTi?-fe^^$)ofcgSr, 

3— tncjt-rsic^— 2SH»a»*if, asi^cs^* 

[0161] *fc, ^FjE/ir^-feJXiSfcofcg 1 *, ^7 

-rt**sj:tJ t 5FjEr^-fe^ia»4 1 tic, wa#fc N m 

fc«W*ixfc*»*w*ic*p«r. tas-et, 'Fie 
JHH©a*P*^ a»fcffiW13fc«rfT 5 

[0 16 2] fflfS^y h!7 — ^ v-X^AtC-g-iH 

«{c*tL-cii*a1--5ro-e, ^Ea— jfasaijfli©^y yv 
-?yTt*s% y«*lc*tL-cro*fc#»*rL-cv i >$» 

[0 16 3] Sfc, *jET***0abtf-Jg{K£U:l::fc 

3<fc5lc, /W0>gftM«i*:fTo-CV**0>-e, * 

3Ea-f <Z>T * ir * Sra«IC#»-C* 5 £ V* 5 3b*Sr'# 

So 

[Elffiroffi^UiW] 

[EI 1 ] **W;:a»a»Sa«5';*7 l Afc*L 
[0 2] *y h!7 — ^7r^^5 yiK«©*J«WSr*L, 
[0 3] *«2Mtt*«r*5 
[0 4] 8WS«y— y/vo— 09«r*Lfc**H. 



(21) 

[0 5] /I'SrSW L7tK<D^5/ h7-^77? 

[0 6] y/UO— «4r*Lfc«l»BI. 

[0 7] m-fp«-/P«:SflrLfc*<0*y h!7-^7r* 

[08] /U&gftLfcB&O^y — 9 

ho 

[0 9] m^p'-^^SftLfcggo^y h7-^7r^ 
No 

[01 0] *jEfcf*ffc*aS«©T*-fc;*#*>ofc» 

h — /K©— WSr* L7ttaiS0o 

[01 1] V?-* — A-fcgfS LfcBSw^y M7— ^7r 

- K 

[012] ^^-A-SrSff LfcgBo^s/ h!7-^7r 

20 —^-Y— h 0 

[013] A-&£fILfcBRtf>*y F7-^77 

[014] m^-A-£gff LfcKt<Z>-*s> hf-^7r 
fc^n— h. 

[015] ^Fir^-fe^v 1 — m&TF^izMiQt 

00 

[016] ^E*«fiiitt«iaflr©r^-fe^**>o*:B 
&»»0„ 

[01 7] h>7— ^7r y T Kl/^f-yA- 

[018] m^t—^Zgim \.tiWk<D*-y YV — fVT 
9*/% y K«Oftf^«>4fcS &^9J*W«)— ««:*Lfc 
7n-ft- ho 

[019] fB^-^SrgWLfclRo^y H7-j^7r 
^•>? y 3 6 K»JfcW©tt©tt#fc* 

[0 2 0] «?>-/H:SflrLfclSlC*j' 

*Lfc7n-ft- K 

[021] ^iT^-fe^a:— ifsraftji-att^ ^© 

[0 2 2] l^^-zP&SflLfc^y H7-?7r 
7n-fir- h 0 

[0 2 3] W^T-*— /UftSftbfcJS©*-/ h7-^7r 

so ^->$ y$?«<7)i!j^oifc$ib(csij/ t e0tjcoftbogi5^Sr^ 
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im3] 
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Date: Tue, 18 Feb 1997 15:45:21 +O900 
Message-ID: <XXXXXXXXXXXXXX@***,co.jp> 
From: userl@***xo.jp 
To: NBTFAiG®*** .co.jp 

Subject: RELAY: 0123-4567-7901(Any-company) 
Mime-Version: 1.0 
Content-Tranefer-Encx)ding: base 64 
Status: R 

0M8R4KGxGu£AAAAAAAAAAAAAAAAAAAAAAOwADAP7yCQA.GAAAAAA 

AAAAAAAAABAAAAAQAAAAAA^ 

AAAD//////////////^ 



(b) 

Date: Tue, 18 Feb 1997 16:46:21 +0900 
Message-ID: <XXXXXXXXXXXXXX@^**.co.jp> 
From: userl®***.oojp 
To: NETFAX®***.co.jp 

Subject: RELAY: Fg0eDZoNCg5ODT4Nw ghiBZYNG 1 uB8lJKiquCvYKigsa 
Mime- Version: 1.0 
Content-Transfer-Encoding: baae64 
Status: R 

0M8R4KGxGuKAAAAAAAAAAAA^ 
AAAAAAABAAAAAQAAA 
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Date: Tue, 18 Feb 1997 16:42:02 +0900 




Message-ID: <YYYYYYYYYYYY@*** c».ip> 




From: NETFAX®*** co.jp 




To: fax_admin @***.cojp 




Subject: ERROR REPORT 




Mime-VerBion: 1.0 




Content-Type: text/plain; char8et?='^SO-2022-JF , 




Content-Trazia&r-£ncocling: 7bit 




<< *3ET*ir*ai*n #00 3 >> 
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[016] 



Date: Tu«, 18 Feb 1907 16:42:02 +0900 
Measage-ID: <YYYYYYYYYYYY@***.cojp> 
From: NETFAX®***.co.jp 
To: fax^admin @***.cajp 
Subject: ERROR REPORT 
Mime-Version: 1.0 

ContantrType: text/plain; chaiaet=^ISO-2022-JP' 
OontentrTraiisfer-Enoodixi^: 7bit 



<< ^jET^^^aftl #0 0 3 >> 
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[Ell 8] [02 4] 




[0 2 1] 



Date: Tub, 18 Feb 1997 16:42:02 -1-0900 
MesaagB-ID: <YYYYYYYYYYYY@***.cojp> 
From: NETFAX@"**.co.jp 

To: NETFAX-b@*** .oo.jp, NETFAX-c@***.oojp, NETFAX-<i@**\co.jp 
Subject: ERROR REPORT 

[illegal user] ni3er99@*"**.cojp 
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